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AV-NIAC:MIAUNIC:C/.CIAC Certain versions of Android from Google contain the foIIowing
’ vulnerability:

libstagefright in Android through 5.1.1 LMY48M allows remote
attackers to execute arbitrary code via crafted metadata in a (1) MP3 or
(2) MP4 file.

CVE-2015-3876 has been assigned by = security@android.com to track the vulnerability

CVSS2 Score: 9.3-HIGH
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Vector Complexity
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Impact Impact Impact
CVE References
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Google Android File Processing Flaws in libutils and () SECTRACK 1033725
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Security Tracker
Sign in - Google Accounts (D) MISC
code.google.com/p/android/issues/detail?
id=182386
iarce (@4Dgifts) | Twitter MISC
twitter.com/4Dgifts/statuses/649589185792339968
nitter.domain.glass
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Google Android Al All Al Al
System

cpe:2.3:0:google:android:*:*

No vendor comments have been submitted for this CVE
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