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CVE CVE-2015-3885
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-19 18:59:00 UTC
Updated 2018-10-09 19:56:00 UTC
Description Integer overflow in the ljpeg_start function in dcraw 7.00 and earlier allows remote attackers to cause a denial of service (cr
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Dcraw Project Dcraw All All All All
Operating System Fedoraproject Fedora 21 All All All
Operating System Fedoraproject Fedora 21 All All All
References |
Reference Source Link Tags
Oracle Solaris Bulletin - April 2016 CONFIRM  www.oracle.com
[SECURITY] Fedora 22 Update: ufraw-0.21-1.fc22 FEDORA lists.fedoraproject.org
Kodi: Multiple vulnerabilities (GLSA 201706-17) — Gentoo Security GENTOO  security.gentoo.org

0.16.1: fix for dcraw ljpeg_start() vulnerability - LibRaw/LibRaw@4606¢28 - GitHub CONFIRM  github.com

[SECURITY] Fedora 21 Update: ufraw-0.21-1.fc21 FEDORA lists.fedoraproject.org
[SECURITY] Fedora 21 Update: LibRaw-0.16.2-1.fc21 FEDORA lists.fedoraproject.org
[SECURITY] Fedora 22 Update: dcraw-9.25.0-2.fc22 FEDORA lists.fedoraproject.org
dcraw 'dcraw.cc' Integer Overflow Vulnerability BID www.securityfocus.com
[SECURITY] Fedora 21 Update: mingw-LibRaw-0.16.2-1.fc21 FEDORA lists.fedoraproject.org
[SECURITY] Fedora 21 Update: dcraw-9.25.0-2.fc21 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 21 Update: rawstudio-2.1-0.1.20150511git983bda1.fc21 FEDORA lists.fedoraproject.org
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https://security.gentoo.org/glsa/201706-17
https://github.com/LibRaw/LibRaw/commit/4606c28f494a750892c5c1ac7903e62dd1c6fdb5
http://lists.fedoraproject.org/pipermail/package-announce/2015-June/159469.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/159083.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-June/159665.html
http://www.securityfocus.com/bid/74590
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/159123.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-June/159479.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-July/162084.html

DCRaw: Buffer overflow (GLSA 201701-54) — Gentoo security GENTOO  security.gentoo.org

[SECURITY] Fedora 20 Update: ufraw-0.21-1.fc20 FEDORA lists.fedoraproject.org

SecurityFocus BUGTRAQ www.securityfocus.com

[SECURITY] Fedora 20 Update: dcraw-9.25.0-2.fc20 FEDORA lists.fedoraproject.org

Avoid overflow in ljpeg_start(). - rawstudio/rawstudio@983bdai - GitHub CONFIRM  github.com

oCERT.org - oCERT Advisories MISC www.ocert.org US Government
CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy:
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710360 Gentoo Linux LibRaw Multiple Vulnerabilities (GLSA 201701-60)
710412 Gentoo Linux DCRaw Buffer overflow Vulnerability (GLSA 201701-54)

710431 Gentoo Linux Kodi Multiple Vulnerabilities (GLSA 201706-17)
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