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Summary

CVE CVE-2015-3903

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-26 15:59:00 UTC

Updated 2018-10-09 19:56:00 UTC

Description libraries/Config.class.php in phpMyAdmin 4.0.x before 4.0.10.10, 4.2.x before 4.2.13.3, 4.3.x before 4.3.13.1, and 4.4.x before 4.4.6.1 disables X.509 certificate verification for GitHub API calls over SSL, which allows man-in-the-middle attackers to spoof servers and obtain sensitive information via a crafted certificate.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin 4.0.0 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc3 All All

Application Phpmyadmin Phpmyadmin 4.0.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.9 All All All

Application Phpmyadmin Phpmyadmin 4.0.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.5 All All All
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Application Phpmyadmin Phpmyadmin 4.0.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.9 All All All

Application Phpmyadmin Phpmyadmin 4.2.0 All All All

Application Phpmyadmin Phpmyadmin 4.2.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.10.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.11 All All All

Application Phpmyadmin Phpmyadmin 4.2.12 All All All

Application Phpmyadmin Phpmyadmin 4.2.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.13.2 All All All

Application Phpmyadmin Phpmyadmin 4.2.2 All All All

Application Phpmyadmin Phpmyadmin 4.2.3 All All All

Application Phpmyadmin Phpmyadmin 4.2.4 All All All

Application Phpmyadmin Phpmyadmin 4.2.5 All All All

Application Phpmyadmin Phpmyadmin 4.2.7 All All All

Application Phpmyadmin Phpmyadmin 4.2.7.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.9.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.0 All All All

Application Phpmyadmin Phpmyadmin 4.3.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.10 All All All

Application Phpmyadmin Phpmyadmin 4.3.11 All All All

Application Phpmyadmin Phpmyadmin 4.3.12 All All All

Application Phpmyadmin Phpmyadmin 4.3.13 All All All

Application Phpmyadmin Phpmyadmin 4.3.2 All All All

Application Phpmyadmin Phpmyadmin 4.3.3 All All All

Application Phpmyadmin Phpmyadmin 4.3.4 All All All

Application Phpmyadmin Phpmyadmin 4.3.5 All All All

Application Phpmyadmin Phpmyadmin 4.3.6 All All All

Application Phpmyadmin Phpmyadmin 4.3.7 All All All

Application Phpmyadmin Phpmyadmin 4.3.8 All All All

Application Phpmyadmin Phpmyadmin 4.3.9 All All All

Application Phpmyadmin Phpmyadmin 4.4.0 All All All

Application Phpmyadmin Phpmyadmin 4.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.1.1 All All All

http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin


Application Phpmyadmin Phpmyadmin 4.4.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 All All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc2 All All

Application Phpmyadmin Phpmyadmin 4.0.0 rc3 All All

Application Phpmyadmin Phpmyadmin 4.0.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.10 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.10.9 All All All

Application Phpmyadmin Phpmyadmin 4.0.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.3 All All All

Application Phpmyadmin Phpmyadmin 4.0.4 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.0.4.2 All All All

Application Phpmyadmin Phpmyadmin 4.0.5 All All All

Application Phpmyadmin Phpmyadmin 4.0.6 All All All

Application Phpmyadmin Phpmyadmin 4.0.7 All All All

Application Phpmyadmin Phpmyadmin 4.0.8 All All All

Application Phpmyadmin Phpmyadmin 4.0.9 All All All

Application Phpmyadmin Phpmyadmin 4.2.0 All All All

Application Phpmyadmin Phpmyadmin 4.2.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.10.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.11 All All All

Application Phpmyadmin Phpmyadmin 4.2.12 All All All

Application Phpmyadmin Phpmyadmin 4.2.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.13.2 All All All

Application Phpmyadmin Phpmyadmin 4.2.2 All All All

Application Phpmyadmin Phpmyadmin 4.2.3 All All All

Application Phpmyadmin Phpmyadmin 4.2.4 All All All

Application Phpmyadmin Phpmyadmin 4.2.5 All All All
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Application Phpmyadmin Phpmyadmin 4.2.5 All All All

Application Phpmyadmin Phpmyadmin 4.2.7 All All All

Application Phpmyadmin Phpmyadmin 4.2.7.1 All All All

Application Phpmyadmin Phpmyadmin 4.2.9.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.0 All All All

Application Phpmyadmin Phpmyadmin 4.3.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.10 All All All

Application Phpmyadmin Phpmyadmin 4.3.11 All All All

Application Phpmyadmin Phpmyadmin 4.3.12 All All All

Application Phpmyadmin Phpmyadmin 4.3.13 All All All

Application Phpmyadmin Phpmyadmin 4.3.2 All All All

Application Phpmyadmin Phpmyadmin 4.3.3 All All All

Application Phpmyadmin Phpmyadmin 4.3.4 All All All

Application Phpmyadmin Phpmyadmin 4.3.5 All All All

Application Phpmyadmin Phpmyadmin 4.3.6 All All All

Application Phpmyadmin Phpmyadmin 4.3.7 All All All

Application Phpmyadmin Phpmyadmin 4.3.8 All All All

Application Phpmyadmin Phpmyadmin 4.3.9 All All All

Application Phpmyadmin Phpmyadmin 4.4.0 All All All

Application Phpmyadmin Phpmyadmin 4.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.1.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.6 All All All

References
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openSUSE-SU-2015:1191-1: moderate: Security update for phpMyAdmin

phpMyAdmin Github API Call Certificate Validation Bypass Lets Remote Users Obtain and Modify Potentially Sensitive Data - SecurityTracker

phpMyAdmin 4.4.6 Man-In-the-Middle to API Github - CXSecurity.com

phpMyAdmin CVE-2015-3903 Man in the Middle Security Bypass Vulnerability

Debian -- Security Information -- DSA-3382-1 phpmyadmin

phpMyAdmin - Security - PMASA-2015-3

phpMyAdmin 4.4.6 Man-In-The-Middle ≈ Packet Storm

bug #4900 [security] Vulnerability allowing man-in-the-middle attack · phpmyadmin/phpmyadmin@5ebc4da · GitHub
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SecurityFocus

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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