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Summary

CVE CVE-2015-3913

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-08 21:29:00 UTC

Updated 2017-06-22 19:00:00 UTC

Description The IP stack in multiple Huawei Campus series switch models allows remote attackers to cause a denial of service (reboot) via a crafted ICMP request message.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei S12700 - All All All

Hardware Huawei S12700 - All All All

Operating System Huawei S12700 Firmware v200r005c00spc300 All All All

Operating System Huawei S12700 Firmware v200r006c00spc500 All All All

Operating System Huawei S12700 Firmware v200r007c00spc500 All All All

Operating System Huawei S12700 Firmware v200r005c00spc300 All All All

Operating System Huawei S12700 Firmware v200r006c00spc500 All All All

Operating System Huawei S12700 Firmware v200r007c00spc500 All All All

Hardware Huawei S2300 - All All All

Hardware Huawei S2300 - All All All

Operating System Huawei S2300 Firmware v100r006c00 All All All

Operating System Huawei S2300 Firmware v100r006c03 All All All

Operating System Huawei S2300 Firmware v100r006c05 All All All

Operating System Huawei S2300 Firmware v100r006c00 All All All

Operating System Huawei S2300 Firmware v100r006c03 All All All

Operating System Huawei S2300 Firmware v100r006c05 All All All

Hardware Huawei S2350ei - All All All
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Hardware Huawei S2350ei - All All All

Hardware Huawei S2350ei - All All All

Operating System Huawei S2350ei Firmware v200r001c00spc300 All All All

Operating System Huawei S2350ei Firmware v200r002c00spc300 All All All

Operating System Huawei S2350ei Firmware v200r003c00spc300 All All All

Operating System Huawei S2350ei Firmware v200r005c00spc300 All All All

Operating System Huawei S2350ei Firmware v200r006c00spc500 All All All

Operating System Huawei S2350ei Firmware v200r007c00spc500 All All All

Operating System Huawei S2350ei Firmware v200r001c00spc300 All All All

Operating System Huawei S2350ei Firmware v200r002c00spc300 All All All

Operating System Huawei S2350ei Firmware v200r003c00spc300 All All All

Operating System Huawei S2350ei Firmware v200r005c00spc300 All All All

Operating System Huawei S2350ei Firmware v200r006c00spc500 All All All

Operating System Huawei S2350ei Firmware v200r007c00spc500 All All All

Hardware Huawei S2700 - All All All

Hardware Huawei S2700 - All All All

Operating System Huawei S2700 Firmware v100r006c00 All All All

Operating System Huawei S2700 Firmware v100r006c03 All All All

Operating System Huawei S2700 Firmware v100r006c05 All All All

Operating System Huawei S2700 Firmware v100r006c00 All All All

Operating System Huawei S2700 Firmware v100r006c03 All All All

Operating System Huawei S2700 Firmware v100r006c05 All All All

Hardware Huawei S2750ei - All All All

Hardware Huawei S2750ei - All All All

Operating System Huawei S2750ei Firmware v200r001c00spc300 All All All

Operating System Huawei S2750ei Firmware v200r002c00spc300 All All All

Operating System Huawei S2750ei Firmware v200r003c00spc300 All All All

Operating System Huawei S2750ei Firmware v200r005c00spc300 All All All

Operating System Huawei S2750ei Firmware v200r006c00spc500 All All All

Operating System Huawei S2750ei Firmware v200r007c00spc500 All All All

Operating System Huawei S2750ei Firmware v200r001c00spc300 All All All

Operating System Huawei S2750ei Firmware v200r002c00spc300 All All All

Operating System Huawei S2750ei Firmware v200r003c00spc300 All All All

Operating System Huawei S2750ei Firmware v200r005c00spc300 All All All

Operating System Huawei S2750ei Firmware v200r006c00spc500 All All All

Operating System Huawei S2750ei Firmware v200r007c00spc500 All All All
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Hardware Huawei S3300 - All All All

Hardware Huawei S3300 - All All All

Operating System Huawei S3300 Firmware v100r006c00 All All All

Operating System Huawei S3300 Firmware v100r006c03 All All All

Operating System Huawei S3300 Firmware v100r006c05 All All All

Operating System Huawei S3300 Firmware v100r006c00 All All All

Operating System Huawei S3300 Firmware v100r006c03 All All All

Operating System Huawei S3300 Firmware v100r006c05 All All All

Hardware Huawei S3700 - All All All

Hardware Huawei S3700 - All All All

Operating System Huawei S3700 Firmware v100r006c00 All All All

Operating System Huawei S3700 Firmware v100r006c03 All All All

Operating System Huawei S3700 Firmware v100r006c05 All All All

Operating System Huawei S3700 Firmware v100r006c00 All All All

Operating System Huawei S3700 Firmware v100r006c03 All All All

Operating System Huawei S3700 Firmware v100r006c05 All All All

Hardware Huawei S5300ei - All All All

Hardware Huawei S5300ei - All All All

Operating System Huawei S5300ei Firmware v100r006c00 All All All

Operating System Huawei S5300ei Firmware v200r001c00spc300 All All All

Operating System Huawei S5300ei Firmware v200r002c00spc300 All All All

Operating System Huawei S5300ei Firmware v200r003c00spc300 All All All

Operating System Huawei S5300ei Firmware v200r005c00spc300 All All All

Operating System Huawei S5300ei Firmware v100r006c00 All All All

Operating System Huawei S5300ei Firmware v200r001c00spc300 All All All

Operating System Huawei S5300ei Firmware v200r002c00spc300 All All All

Operating System Huawei S5300ei Firmware v200r003c00spc300 All All All

Operating System Huawei S5300ei Firmware v200r005c00spc300 All All All

Hardware Huawei S5300hi - All All All

Hardware Huawei S5300hi - All All All

Operating System Huawei S5300hi Firmware v200r001c00spc300 All All All

Operating System Huawei S5300hi Firmware v200r002c00spc300 All All All

Operating System Huawei S5300hi Firmware v200r003c00spc300 All All All

Operating System Huawei S5300hi Firmware v200r005c00spc300 All All All

Operating System Huawei S5300hi Firmware v200r001c00spc300 All All All

Operating System Huawei S5300hi Firmware v200r002c00spc300 All All All
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Operating System Huawei S5300hi Firmware v200r002c00spc300 All All All

Operating System Huawei S5300hi Firmware v200r003c00spc300 All All All

Operating System Huawei S5300hi Firmware v200r005c00spc300 All All All

Hardware Huawei S5300li - All All All

Hardware Huawei S5300li - All All All

Operating System Huawei S5300li Firmware v200r001c00spc300 All All All

Operating System Huawei S5300li Firmware v200r002c00spc300 All All All

Operating System Huawei S5300li Firmware v200r003c00spc300 All All All

Operating System Huawei S5300li Firmware v200r005c00spc300 All All All

Operating System Huawei S5300li Firmware v200r006c00spc500 All All All

Operating System Huawei S5300li Firmware v200r007c00spc500 All All All

Operating System Huawei S5300li Firmware v200r001c00spc300 All All All

Operating System Huawei S5300li Firmware v200r002c00spc300 All All All

Operating System Huawei S5300li Firmware v200r003c00spc300 All All All

Operating System Huawei S5300li Firmware v200r005c00spc300 All All All

Operating System Huawei S5300li Firmware v200r006c00spc500 All All All

Operating System Huawei S5300li Firmware v200r007c00spc500 All All All

Hardware Huawei S5300si - All All All

Hardware Huawei S5300si - All All All

Operating System Huawei S5300si Firmware v100r006c00 All All All

Operating System Huawei S5300si Firmware v200r001c00spc300 All All All

Operating System Huawei S5300si Firmware v200r002c00spc300 All All All

Operating System Huawei S5300si Firmware v200r003c00spc300 All All All

Operating System Huawei S5300si Firmware v200r005c00spc300 All All All

Operating System Huawei S5300si Firmware v100r006c00 All All All

Operating System Huawei S5300si Firmware v200r001c00spc300 All All All

Operating System Huawei S5300si Firmware v200r002c00spc300 All All All

Operating System Huawei S5300si Firmware v200r003c00spc300 All All All

Operating System Huawei S5300si Firmware v200r005c00spc300 All All All

Hardware Huawei S5700ei - All All All

Hardware Huawei S5700ei - All All All

Operating System Huawei S5700ei Firmware v100r006c00 All All All

Operating System Huawei S5700ei Firmware v200r001c00spc300 All All All

Operating System Huawei S5700ei Firmware v200r002c00spc300 All All All

Operating System Huawei S5700ei Firmware v200r003c00spc300 All All All

Operating System Huawei S5700ei Firmware v200r005c00spc300 All All All
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Operating System Huawei S5700ei Firmware v100r006c00 All All All

Operating System Huawei S5700ei Firmware v200r001c00spc300 All All All

Operating System Huawei S5700ei Firmware v200r002c00spc300 All All All

Operating System Huawei S5700ei Firmware v200r003c00spc300 All All All

Operating System Huawei S5700ei Firmware v200r005c00spc300 All All All

Hardware Huawei S5700hi - All All All

Hardware Huawei S5700hi - All All All

Operating System Huawei S5700hi Firmware v200r001c00spc300 All All All

Operating System Huawei S5700hi Firmware v200r002c00spc300 All All All

Operating System Huawei S5700hi Firmware v200r003c00spc300 All All All

Operating System Huawei S5700hi Firmware v200r005c00spc300 All All All

Operating System Huawei S5700hi Firmware v200r001c00spc300 All All All

Operating System Huawei S5700hi Firmware v200r002c00spc300 All All All

Operating System Huawei S5700hi Firmware v200r003c00spc300 All All All

Operating System Huawei S5700hi Firmware v200r005c00spc300 All All All

Hardware Huawei S5700li - All All All

Hardware Huawei S5700li - All All All

Operating System Huawei S5700li Firmware v200r001c00spc300 All All All

Operating System Huawei S5700li Firmware v200r002c00spc300 All All All

Operating System Huawei S5700li Firmware v200r003c00spc300 All All All

Operating System Huawei S5700li Firmware v200r005c00spc300 All All All

Operating System Huawei S5700li Firmware v200r006c00spc500 All All All

Operating System Huawei S5700li Firmware v200r007c00spc500 All All All

Operating System Huawei S5700li Firmware v200r001c00spc300 All All All

Operating System Huawei S5700li Firmware v200r002c00spc300 All All All

Operating System Huawei S5700li Firmware v200r003c00spc300 All All All

Operating System Huawei S5700li Firmware v200r005c00spc300 All All All

Operating System Huawei S5700li Firmware v200r006c00spc500 All All All

Operating System Huawei S5700li Firmware v200r007c00spc500 All All All

Hardware Huawei S5700si - All All All

Hardware Huawei S5700si - All All All

Operating System Huawei S5700si Firmware v100r006c00 All All All

Operating System Huawei S5700si Firmware v200r001c00spc300 All All All

Operating System Huawei S5700si Firmware v200r002c00spc300 All All All

Operating System Huawei S5700si Firmware v200r003c00spc300 All All All
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