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CVE CVE-2015-3940
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-04 01:59:00 UTC
Updated 2016-12-24 02:59:00 UTC
Description Untrusted search path vulnerability in Schneider Electric Wonderware System Platform before 2014 R2 Patch 01 allows loc

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Schneider-electric Wonderware System Platform 2014 r2 All All All

Application Schneider-electric Wonderware System Platform 2014 r2 All All All

Reference Source Lii
iom.invensys.com/EN/pdfLibrary/Security_Bulletin_LFSEC00000106.pdf CONFIRM ior

Schneider Electric Wonderware Historian DLL Loading Error Lets Local Users Gain Elevated Privileges - SecurityTracker =~ SECTRACK  wv
Schneider Electric Wonderware System Platform Vulnerabilities | ICS-CERT MISC ics
Schneider Electric Wonderware System Platform DLL Loading Arbitrary Code Execution Vulnerability BID wv
Schneider Electric Wonderware SuiteLink DLL Loading Error Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK  wv
CVE Program record CVE.ORG wv

NVD vulnerability detail NVD nv

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590880 Schneider Electric Wonderware System Platform Arbitrary Code Execution Vulnerability (ICSA-15-169-02)
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