CVE-2015-3966
Published on: 08/30/2015 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:26:08 PM UTC

CVE-2015-3966

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUSCIENAD Certain versions of Mguard Firmware from Innominate contain the
’ following vulnerability:

The IPsec SA establishment process on Innominate mGuard devices
with firmware 8.x before 8.1.7 allows remote authenticated users to
cause a denial of service (VPN service restart) by leveraging a peer
relationship to send a crafted configuration with compression.

CVE-2015-3966 has been assigned by (T ics-cert@hg.dhs.gov to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
Innominate mGuard @ MISC ics-cert.us-cert.gov/advisories/ICSA-15-239-03
VPN Vulnerability |
ICS-CERT
[ CONFIRM

www.innominate.com/data/downloads/software/innominate_security_advisory_ 2015071+«

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Related QID Numbers

591057 Phoenix Contact mGuard devices Vulnerability (Security Advisory 2015/07/14-001)
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S)./stem
cpe:2.3:0:innominate:mguard_firmware:8.0.0:*:*:*:*:*:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.0.1: " :*:
cpe:2.3:0:innominate:mguard_firmware:8.0.2:*:*:*:**:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.0.3:*:*:*:**:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.1.1:
cpe:2.3:0:innominate:mguard_firmware:8.1.2:*:*:*:**:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.1.3:*:**:**:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.1.4:*:**:**:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.1.5:*:**:**:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.1.6:*:*:*:**:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.0.0:*:*:*:*:*:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.0.1:*:**:**:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.0.2:*:*:*:*:*:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.0.3:*:*:*:**:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.1.1:* " *:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.1.2:*:*:*:*:*:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.1.3:%:*:*:*:*:*:*:
cpe:2.3:0:innominate:mguard_firmware:8.1.4:*:*:* "
cpe:2.3:0:innominate:mguard_firmware:8.1.5:%:*:*:**:*:*:

cpe:2.3:0:innominate:mguard_firmware:8.1.6:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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