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CVE CVE-2015-4000
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-21 00:59:00 UTC
Updated 2023-02-09 16:15:00 UTC
Description The TLS protocol 1.2 and earlier, when a DHE_EXPORT ciphersuite is enabled on a server but not on a client, does not pr¢

/ |

1|

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version  Update Edition  Language
Operating System Apple Iphone Os All All All All
Operating System Apple Mac Os X All All All All
Application Apple Safari All All All Al
Application Apple Safari - All All All
Application Apple Safari All All All Al
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Canonical Ubuntu Linux 15.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Canonical Ubuntu Linux 15.04 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
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Application Oracle Jdk 1.7.0 update75 All All
Application Oracle Jdk 1.7.0 update80 All All
Application Oracle Jdk 1.7.0 update_80 All All
Application Oracle Jdk 1.8.0 update45 All All
Application Oracle Jdk 1.8.0 update_33 All All
Application Oracle Jdk 1.6.0 update_95 All All
Application Oracle Jdk 1.7.0 update75 All All
Application Oracle Jdk 1.7.0 update_80 All All
Application Oracle Jdk 1.8.0 update45 All All
Application Oracle Jdk 1.8.0 update_33 All All
Application Oracle Jre 1.6.0 update_95 All All
Application Oracle Jre 1.7.0 update_75 All All
Application Oracle Jre 1.7.0 update_80 All All
Application Oracle Jre 1.8.0 update_33 All All
Application Oracle Jre 1.8.0 update_45 All All
Application Oracle Jre 1.6.0 update_95 All All
Application Oracle Jre 1.7.0 update_75 All All
Application Oracle Jre 1.7.0 update_80 All All
Application Oracle Jre 1.8.0 update_33 All All
Application Oracle Jre 1.8.0 update_45 All All
Application Oracle Jrockit r28.3.6 All All All
Application Oracle Jrockit r28.3.6 All All All
Application Oracle Sparc-opl Service Processor All All All All
Operating System Suse Linux Enterprise Desktop 12 All All All
Operating System Suse Linux Enterprise Desktop 12 All All All
Operating System Suse Linux Enterprise Server 11.0 sp4 All All
Operating System Suse Linux Enterprise Server 11.0 sp4 All All
Operating System Suse Linux Enterprise Software Development Kit 12 All All All
Operating System Suse Linux Enterprise Software Development Kit 12 All All All
Operating System Suse Suse Linux Enterprise Server 12 All All All
Operating System Suse Suse Linux Enterprise Server 12 All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)

671073 EulerOS Security Update for Open Secure Sockets Layer098e (OpenSSL098e) (EulerOS-SA-2019-2643)
671109 EulerOS Security Update for Open Secure Sockets Layer098e (OpenSSL098e) (EulerOS-SA-2019-2509)

710518 Gentoo Linux Mozilla Network Security Service (NSS) Multiple Vulnerabilities (GLSA 201701-46)

753736 SUSE Enterprise Linux Security Update for nrpe (SUSE-SU-2023:0586-1)
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