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Summary

CVE CVE-2015-4010

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-09 14:59:00 UTC

Updated 2019-10-09 23:14:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in the Encrypted Contact Form plugin before 1.1 for WordPress allows remote attackers to hijack the authentication of administrators for requests that conduct cross-site scripting (XSS) attacks via the iframe_url parameter in an Update Page action in the conformconf page to wp-admin/options-general.php.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Everybit Encrypted Contact Form All All All All

Application Everybit Encrypted Contact Form All All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

Encrypted Contact Form <= 1.0.4 - CSRF & XSS MISC wpvulndb.com

WordPress Encrypted Contact Form 1.0.4 CSRF / XSS ≈ Packet Storm MISC packetstormsecurity.com

403 Forbidden CONFIRM plugins.trac.wordpress.org

WordPress Encrypted Contact Form Plugin Multiple Security Vulnerabilities BID www.securityfocus.com

Full Disclosure: CSRF & XSS vulnerabilities in Encrypted Contact Form Wordpress Plugin v1.0.4 FULLDISC seclists.org

'[security bulletin] HPSBUX03281 SSRT101968 rev.1 - HP-UX running Java7, Remote Unauthorized Access, ' - MARC HP marc.info

WordPress › Encrypted Contact Form « WordPress Plugins CONFIRM wordpress.org

WordPress Plugin Encrypted Contact Form 1.0.4 - Cross-Site Request Forgery EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2015-4010/mitre
https://cve.report/CVE-2015-4010/nist
https://cve.report/CVE-2015-4010/cve_org
https://cve.report/api/cve/CVE-2015-4010.json
https://cve.report/CVE-2015-4010.pdf
http://cve.report/vendor/everybit
http://cve.report/software/everybit/encrypted_contact_form
http://cve.report/vendor/everybit
http://cve.report/software/everybit/encrypted_contact_form
http://www.securityfocus.com/archive/1/535699/100/0/threaded
https://wpvulndb.com/vulnerabilities/7992
http://packetstormsecurity.com/files/132209/WordPress-Encrypted-Contact-Form-1.0.4-CSRF-XSS.html
https://plugins.trac.wordpress.org/changeset/1125443/
http://www.securityfocus.com/bid/73433
http://seclists.org/fulldisclosure/2015/May/63
http://marc.info/?l=bugtraq&m=142607790919348&w=2
https://wordpress.org/plugins/encrypted-contact-form/changelog/
https://www.exploit-db.com/exploits/37264/
https://www.cve.org/CVERecord?id=CVE-2015-4010
https://nvd.nist.gov/vuln/detail/CVE-2015-4010


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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