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CVE CVE-2015-4051
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-08 14:59:00 UTC
Updated 2016-12-31 02:59:00 UTC
Description

Risk And Classification

Problem Types: CWE-284

T

Application Beckhoff Ipc Diagnostics All

NVD Known Affected Configurations (CPE 2.3)

ype Vendor Product Version

Update

All

Beckhoff IPC Diagnostics before 1.8 does not properly restrict access to functions in /config, which allows remote attackers

Edition Language

All All

References

1]

Reference

Directory contents of /download/Document/ipc/industrial-pc
Beckoff CX9020 CPU Model Remote Code Execution = Packet Storm

Beckhoff IPC Diagnositcs Authentication Bypass ~ Packet Storm

CVE Program record

NVD vulnerability detail

Source

Full Disclosure: [CVE-2015-4051]: Beckhoff IPC diagnostics < 1.8 : Authentication bypass FULLDISC

CONFIRM

MISC

MISC

Beckhoff IPC diagnostics CVE-2015-4051 Multiple Authentication Bypass Vulnerabilities BID

Beckhoff IPC diagnostics < 1.8 : Authentication bypass | www.thesecurityfactory.be MISC

CVE.ORG

NVD

Link Tags
seclists.org Exploit
ftp.beckhoff.com Vendo

packetstormsecurity.com
packetstormsecurity.com
www.securityfocus.com
www.thesecurityfactory.be  Exploit
WWw.cve.org canoni

nvd.nist.gov canoni
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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