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CVE CVE-2015-4053
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-08 14:59:00 UTC
Updated 2015-06-25 16:23:00 UTC
Description The admin command in ceph-deploy before 1.5.25 uses world-readable permissions for /etc/ceph/ceph.client.admin.keyring
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ceph Ceph-deploy All All All All

Reference Source
oss-security - Re: CVE Request for ceph-deploy copying keyring to /etc/ceph which is world readable MLIST
ceph-deploy CVE-2015-4053 Insecure File Permissions Vulnerability BID

Fix #11694: ceph-deploy admin command pushes the client.admin key with world readable permissions - Ceph-deploy - Ceph  CONFIRM

rhn.redhat.com | Red Hat Support REDHAT
oss-security - CVE Request for ceph-deploy world-readable keyring permissions MLIST
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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