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CVE CVE-2015-4054
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-05-23 04:29:00 UTC
Updated 2020-11-03 18:16:00 UTC
Description PgBouncer before 1.5.5 allows remote attackers to cause a denial of service (NULL pointer dereference and crash) by senc

1|

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pgbouncer Pgbouncer All All All All

References

Reference Source
oss-security - Re: CVE Request: pgbouncer: DoS/remote crash: invalid packet order causes lookup of NULL pointer ~ MLIST
Check if auth_user is set. - pgbouncer/pgbouncer@74d6e5f - GitHub CONFIRM
Check if auth_user is set. - pgbouncer/pgbouncer@edab5be - GitHub CONFIRM
PgBouncer src/client.c’ Denial of Service Vulnerability BID
pgbouncer 1.5.4 segmentation fault - Issue #42 - pgbouncer/pgbouncer - GitHub CONFIRM
PgBouncer changelog CONFIRM
PgBouncer: Multiple vulnerabilities (GLSA 201701-24) — Gentoo security GENTOO
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Link

www.opel
github.cor
github.cor
www.secl
github.cor
pgbounce
security.g
WWWw.cve.

nvd.nist.g

il

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2015-4054/mitre
https://cve.report/CVE-2015-4054/nist
https://cve.report/CVE-2015-4054/cve_org
https://cve.report/CVE-2015-4054.pdf
http://cve.report/vendor/pgbouncer
http://cve.report/software/pgbouncer/pgbouncer
http://www.openwall.com/lists/oss-security/2015/05/22/5
https://github.com/pgbouncer/pgbouncer/commit/74d6e5f7de5ec736f71204b7b422af7380c19ac5
https://github.com/pgbouncer/pgbouncer/commit/edab5be6665b9e8de66c25ba527509b229468573
http://www.securityfocus.com/bid/74751
https://github.com/pgbouncer/pgbouncer/issues/42
https://pgbouncer.github.io/changelog.html#pgbouncer-15x
https://security.gentoo.org/glsa/201701-24
https://www.cve.org/CVERecord?id=CVE-2015-4054
https://nvd.nist.gov/vuln/detail/CVE-2015-4054
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