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Summary

CVE CVE-2015-4217

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-26 10:59:00 UTC

Updated 2016-12-28 16:51:00 UTC

Description The remote-support feature on Cisco Web Security Virtual Appliance (WSAv), Email Security Virtual Appliance (ESAv), and Security Management Virtual Appliance (SMAv) devices before 2015-06-25 uses the same default SSH host keys across different customers' installations, which makes it easier for remote attackers to defeat cryptographic protection mechanisms by leveraging knowledge of a private key from another installation, aka Bug IDs CSCus29681, CSCuu95676, and CSCuu96601.

Risk And Classification

Problem Types: CWE-310 | CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Content Security Management Virtual Appliance 8.4.0.0150 All All All

Application Cisco Content Security Management Virtual Appliance 9.0.0.087 All All All

Application Cisco Content Security Management Virtual Appliance 8.4.0.0150 All All All

Application Cisco Content Security Management Virtual Appliance 9.0.0.087 All All All

Application Cisco Email Security Virtual Appliance 8.0.0 All All All

Application Cisco Email Security Virtual Appliance 8.5.6 All All All

Application Cisco Email Security Virtual Appliance 8.5.7 All All All

Application Cisco Email Security Virtual Appliance 9.0.0 All All All

Application Cisco Email Security Virtual Appliance 8.0.0 All All All

Application Cisco Email Security Virtual Appliance 8.5.6 All All All

Application Cisco Email Security Virtual Appliance 8.5.7 All All All

Application Cisco Email Security Virtual Appliance 9.0.0 All All All

Application Cisco Web Security Virtual Appliance 7.7.5 All All All

Application Cisco Web Security Virtual Appliance 8.0.5 All All All

Application Cisco Web Security Virtual Appliance 8.5.0 All All All

Application Cisco Web Security Virtual Appliance 8.5.1 All All All

Application Cisco Web Security Virtual Appliance 8.6.0 All All All
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Application Cisco Web Security Virtual Appliance 8.6.0 All All All

Application Cisco Web Security Virtual Appliance 8.7.0 All All All

Application Cisco Web Security Virtual Appliance 7.7.5 All All All

Application Cisco Web Security Virtual Appliance 8.0.5 All All All

Application Cisco Web Security Virtual Appliance 8.5.0 All All All

Application Cisco Web Security Virtual Appliance 8.5.1 All All All

Application Cisco Web Security Virtual Appliance 8.6.0 All All All

Application Cisco Web Security Virtual Appliance 8.7.0 All All All

References

Reference Source

Multiple Cisco Products CVE-2015-4217 Default SSH Host Keys Security Bypass Vulnerability BID

Multiple Default SSH Keys Vulnerabilities in Cisco Virtual WSA, ESA, and SMA CISCO

Cisco Web Security Virtual Appliance Default SSH Keys Let Remote Users Gain Full Control of the Target System - SecurityTracker SECTRACK

Cisco Email Security Virtual Appliance Default SSH Keys Let Remote Users Gain Full Control of the Target System - SecurityTracker SECTRACK

Cisco Virtual WSA, ESA, and SMA Default SSH Host Keys Vulnerability CISCO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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