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The web-based user interface in Cisco Jabber through 9.6(3) and 9.7 through 9.7(5) on Windows allows remote attackers t

| 1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
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Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Cisco Jabber 9.6(0) All All All
Cisco Jabber 9.6(1) All All All
Cisco Jabber 9.6(2) All All All
Cisco Jabber 9.6(3) All All All
Cisco Jabber 9.6\(0\) All All All
Cisco Jabber 9.6\(1\) All All All
Cisco Jabber 9.6\(2\) All All All
Cisco Jabber 9.6\(3\) All All All
Cisco Jabber 9.7(0) All All All
Cisco Jabber 9.7(1) All All All
Cisco Jabber 9.7(2) All All All
Cisco Jabber 9.7(3) All All All
Cisco Jabber 9.7(4) All All All
Cisco Jabber 9.7(5) All All All
Cisco Jabber 9.7\(0\) All All All
Cisco Jabber 9.7\(1\) All All All
Cisco Jabber 9.7\(2\) All All All
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Application Cisco Jabber 9.7\(3\) All All All
Application Cisco Jabber 9.7\(4\) All All All
Application Cisco Jabber 9.7\(5\) All All All
Application Cisco Jabber 9.6\(0\) All All All
Application Cisco Jabber 9.6\(1\) All All All
Application Cisco Jabber 9.6\(2\) All All All
Application Cisco Jabber 9.6\(3\) All All All
Application Cisco Jabber 9.7\(0\) All All All
Application Cisco Jabber 9.7\(1\) All All All
Application Cisco Jabber 9.7\(2) All All All
Application Cisco Jabber 9.7\(3\) All All All
Application Cisco Jabber 9.7\(4\) All All All
Application Cisco Jabber 9.7\(5\) All All All
Reference Source

Cisco Jabber for Windows Input Validation Flaw Lets Remote Users Obtain Potentially Sensitive Information - SecurityTracker SECTRACK

Cisco Jabber for Windows Web-Based User Interface Information Disclosure Vulnerability CISCO
Malformed Request BID
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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