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CVE CVE-2015-4221
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-26 10:59:00 UTC
Updated 2016-12-28 17:43:00 UTC
Description Cisco Unified Communications Manager IM and Presence Service 9.1(1) does not properly restrict access to encrypted pas

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application  Cisco Unified Communications Manager Im And Presence Service 9.1(1) All All All
Application  Cisco Unified Communications Manager Im And Presence Service 9.1\(1)) All All All
Application  Cisco Unified Communications Manager Im And Presence Service 9.1\(1)) All All All
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20150624 Cisco IM and Presence Service Leaked Encrypted Passwords Privilege Escalation Vulnerability

Cisco Unified Communications Manager IM and Presence Service Lets Remote Authenticated Users Inject SQL Commands and Obtain Eleve
Cisco Unified Communications Manager IM and Presence Service Privilege Escalation Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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