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Cisco Application Policy Infrastructure Controller (APIC) 1.0(1.110a) and 1.0(1e) on Nexus 9000 devices does not properly

Risk And Classification

1|

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Product

Nexus 93120tx
Nexus 93120tx
Nexus 93128tx
Nexus 93128tx
Nexus 9332pq

Nexus 9332pq

Nexus 9336pq Aci Spine

Nexus 9336pq Aci Spine

Nexus 9372px
Nexus 9372px
Nexus 9372tx
Nexus 9372tx
Nexus 9396px
Nexus 9396px
Nexus 9396tx
Nexus 9396tx

Nexus 9504

Version

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2015-4225/mitre
https://cve.report/CVE-2015-4225/nist
https://cve.report/CVE-2015-4225/cve_org
https://cve.report/api/cve/CVE-2015-4225.json
https://cve.report/CVE-2015-4225.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93120tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93120tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93128tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93128tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9332pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9332pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9336pq_aci_spine
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9336pq_aci_spine
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372px
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372px
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9396px
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9396px
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9396tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9396tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9504

Hardware Cisco Nexus 9504 - All All All
Hardware Cisco Nexus 9508 - All All All
Hardware Cisco Nexus 9508 - All All All
Hardware Cisco Nexus 9516 - All All All
Hardware Cisco Nexus 9516 - All All All
Operating System Cisco Nx-0s 1.0(1.110a) All All All
Operating System Cisco Nx-0s 1.0(1e) All All All
Operating System Cisco Nx-0s 1.0\(1.110a\) All All All
Operating System Cisco Nx-0s 1.0\(1e)) All All All
Operating System Cisco Nx-0s 1.0\(1.110a\) All All All
Operating System Cisco Nx-0s 1.0\(1e)) All All All
Reference

Cisco Application Policy Infrastructure Controller Unauthorized Access Vulnerability

Cisco NX-OS Application Policy Infrastructure Controller RBAC Handling Flaw Lets Remote Authenticated Users View Potentially Sensitive In
Malformed Request
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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