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Summary

CVE CVE-2015-4265

State PUBLISHED

Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-12 10:59:03 UTC

Updated 2026-05-06 22:30:45 UTC

Description Cisco Unified Computing System (UCS) B Blade Server Software 2.2.x before 2.2.6 allows local users to cause a denial of service (host OS or BMC hang) by sending crafted packets over the Inter-IC (I2C) bus, aka Bug ID CSCuq77241.

Risk And Classification

Primary CVSS: v2.0 4.9 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:N/A:C

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:N/I:N/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Ucs B-series Blade Server Software 2.2\(1b\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(1c\) All All All

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Complete
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Application Cisco Ucs B-series Blade Server Software 2.2\(1c\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(1d\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(1e\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(1f\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(1g\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(1h\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(2c\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(2d\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(2e\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(3a\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(3b\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(3c\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(3d\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(3e\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(3f\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(3g\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(4b\) All All All

Application Cisco Ucs B-series Blade Server Software 2.2\(5a\) All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Cisco Unified Computing System B-Series Blade Server I2C Packet Processing Flaw Lets Local Users Cause Denial of Service Conditions on the Target System - SecurityTracker

Cisco UCS B-Series Blade Servers Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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