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Summary

CVE CVE-2015-4314

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-20 00:59:00 UTC

Updated 2017-09-21 01:29:00 UTC

Description The System Snapshot feature in Cisco TelePresence Video Communication Server (VCS) Expressway X8.5.1 allows remote authenticated users to obtain sensitive password-hash information by reading the snapshot file, aka Bug ID CSCuv40422.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Telepresence Video Communication Server Software x8.5.1 All All All

Application Cisco Telepresence Video Communication Server Software x8.5.1 All All All

References

Reference

Cisco TelePresence Video Communication Server Expressway Flaw Lets Remote Authenticated Users Obtain Password Hashes - SecurityTracker

Cisco TelePresence Video Communication Server Expressway Information Disclosure Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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