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Summary

CVE CVE-2015-4322

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-19 15:59:00 UTC

Updated 2017-09-20 01:29:00 UTC

Description Cisco Content Security Management Appliance (SMA) 8.3.6-039, 9.1.0-31, and 9.1.0-103 improperly restricts the privileges available after LDAP authentication, which allows remote authenticated users to read or write to an arbitrary user's Spam Quarantine folder by visiting a spam-notification URL, aka Bug ID CSCuv65894.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Content Security Management Appliance 8.3.6-039 All All All

Application Cisco Content Security Management Appliance 9.1.0-103 All All All

Application Cisco Content Security Management Appliance 9.1.0-31 All All All

Application Cisco Content Security Management Appliance 8.3.6-039 All All All

Application Cisco Content Security Management Appliance 9.1.0-103 All All All

Application Cisco Content Security Management Appliance 9.1.0-31 All All All

References

Reference

Cisco Security Mail Appliance Email Spam Quarantine Privilege Escalation Vulnerability

Cisco Content Security Management Appliance CVE-2015-4322 Privilege Escalation Vulnerability

Cisco Email Security Appliance Spam Quarantine LDAP Authentication Flaw Lets Remote Authenticated Users Gain Elevated Privileges - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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