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Summary

CVE CVE-2015-4407

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-13 06:59:00 UTC

Updated 2017-03-14 12:56:00 UTC

Description Buffer overflow on Hikvision NVR DS-76xxNI-E1/2 and DS-77xxxNI-E4 devices before 3.4.0 allows remote authenticated users to cause a denial of service (service interruption) via a crafted HTTP request, aka the PSIA issue.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hikvision Ds-7604ni-e1/4p - All All All

Hardware Hikvision Ds-7604ni-e1/4p - All All All

Hardware Hikvision Ds-7604ni-e1/4p - All All All

Hardware Hikvision Ds-7608ni-12/8p - All All All

Hardware Hikvision Ds-7608ni-12/8p - All All All

Hardware Hikvision Ds-7608ni-12/8p - All All All

Hardware Hikvision Ds-7608ni-e1/8p - All All All

Hardware Hikvision Ds-7608ni-e1/8p - All All All

Hardware Hikvision Ds-7608ni-e1/8p - All All All

Hardware Hikvision Ds-7616ni-12/16p - All All All

Hardware Hikvision Ds-7616ni-12/16p - All All All

Hardware Hikvision Ds-7616ni-12/16p - All All All

Hardware Hikvision Ds-7616ni-e2/16p - All All All

Hardware Hikvision Ds-7616ni-e2/16p - All All All

Hardware Hikvision Ds-7616ni-e2/16p - All All All

Operating System Hikvision Ds-76xxx Series Firmware All All All All

Hardware Hikvision Ds-7716ni-14/16p - All All All

https://cve.report/
https://cve.report/CVE-2015-4407/mitre
https://cve.report/CVE-2015-4407/nist
https://cve.report/CVE-2015-4407/cve_org
https://cve.report/CVE-2015-4407.pdf
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-e1/4p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-e1/4p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-e1/4p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-12/8p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-12/8p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-12/8p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-e1/8p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-e1/8p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-e1/8p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-12/16p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-12/16p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-12/16p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-e2/16p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-e2/16p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-e2/16p
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-76xxx_series_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7716ni-14/16p


Hardware Hikvision Ds-7716ni-14/16p - All All All

Hardware Hikvision Ds-7716ni-14/16p - All All All

Hardware Hikvision Ds-7716ni-14/16p - All All All

Hardware Hikvision Ds-7716ni-sp/16 - All All All

Hardware Hikvision Ds-7716ni-sp/16 - All All All

Hardware Hikvision Ds-7716ni-sp/16 - All All All

Operating System Hikvision Ds-77xxx Series Firmware All All All All

References

Reference Source Link Tags

Hangzhou Hikvision Digital Technology Co. Ltd. CONFIRM www.hikvision.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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