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Summary

CVE CVE-2015-4410

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-20 17:15:00 UTC

Updated 2020-02-28 14:25:00 UTC

Description The Moped::BSON::ObjecId.legal? method in rubygem-moped before commit dd5a7c14b5d2e466f7875d079af71ad19774609b allows remote attackers to cause a denial of service (worker resource consumption) or perform a cross-site scripting (XSS) attack via a crafted string.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Application Moped Project Moped - All All All

Application Moped Project Moped - All All All

References

Reference Source Link

RubyGems BSON Multiple Denial of Service Vulnerabilities MISC www.securityfocus.com

Egor Homakov: Injects in Various Ruby Websites Through Regexp. MISC homakov.blogspot.ru

[SECURITY] Fedora 22 Update: rubygem-moped-1.5.3-1.fc22 MISC lists.fedoraproject.org

Merge Replica Set Refactor · mongoid/moped@dd5a7c1 · GitHub MISC github.com

[SECURITY] Fedora 21 Update: rubygem-moped-1.5.3-1.fc21 MISC lists.fedoraproject.org

oss-security - Re: CVE Request: bson-ruby DoS and possible injection MISC www.openwall.com

Mongo BSON Injection: Ruby Regexps Strike Again MISC sakurity.com

1229757 – (CVE-2015-4410) CVE-2015-4410 rubygem-moped: Denial of Service with crafted ObjectId string MISC bugzilla.redhat.com
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oss-sec: Re: CVE Request: bson-ruby DoS and possible injection MISC seclists.org

RubyGems BSON Multiple Denial of Service Vulnerabilities MISC www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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