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Summary

CVE CVE-2015-4412

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-05 16:29:00 UTC

Updated 2018-03-13 19:49:00 UTC

Description BSON injection vulnerability in the legal? function in BSON (bson-ruby) gem before 3.0.4 for Ruby allows remote attackers to cause a denial of service (resource consumption) or inject arbitrary data via a crafted string.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bson Project Bson 3.0.3 All All All

Application Bson Project Bson 3.0.3 All All All

References

Reference

oss-security - Re: CVE Request: bson-ruby DoS and possible injection

RubyGems BSON Multiple Denial of Service Vulnerabilities

Use \A \z for checking regex on legal · mongodb/bson-ruby@976da32 · GitHub

Mongo BSON Injection: Ruby Regexps Strike Again

Comparing 7446d7c6764dfda8dc4480ce16d5c023e74be5ca...28f34978a85b689a4480b4d343389bf4886522e7 · mongodb/bson-ruby · GitHub

Bug 1229750 – CVE-2015-4412 rubygem-bson: data injection vulnerability through a crafted ObjectId

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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