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/

CVE-2015-4482
PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback

2015-08-16 01:59:00 UTC

2018-10-30 16:27:00 UTC

mar_read.c in the Updater in Mozilla Firefox before 40.0 and Firefox ESR 38.x before 38.2 allows local users to gain privile

Risk And Classification

1|

Problem Types: CWE-119
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Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor
Mozilla
Mozilla
Mozilla
Mozilla
Mozilla
Mozilla
Mozilla
Mozilla
Mozilla
Opensuse
Opensuse
Opensuse
Opensuse
Oracle

Oracle

Product
Firefox
Firefox Esr
Firefox Esr
Firefox Esr
Firefox Esr
Firefox Esr
Firefox Esr
Firefox Esr
Firefox Esr
Opensuse
Opensuse
Opensuse
Opensuse
Solaris

Solaris

Version

All

38.0

38.0.1

38.0.5

38.1.0

38.0.1

38.0.5

38.1.0

13.1

11.3

11.3

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

References


https://cve.report/
https://cve.report/CVE-2015-4482/mitre
https://cve.report/CVE-2015-4482/nist
https://cve.report/CVE-2015-4482/cve_org
https://cve.report/api/cve/CVE-2015-4482.json
https://cve.report/CVE-2015-4482.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris

Reference

Oracle Solaris Bulletin - April 2016

[security-announce] openSUSE-SU-2015:1390-1: important: Security update

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, Bypass Security Restriction
Out-of-bounds write with Updater and malicious MAR file — Mozilla

Mozilla Products: Multiple vulnerabilities (GLSA 201605-06) — Gentoo security

Mozilla Thunderbird Multiple Flaws Let Remote Users Execute Arbitrary Code and Local Users Gain Elevated Privileges - SecurityTracker
openSUSE-SU-2015:1453-1: moderate: Security update for MozillaThunderbir

Mozilla Firefox Out of Bounds Multiple Memory Corruption Vulnerabilities

[security-announce] openSUSE-SU-2015:1389-1: important: Security update

Access Denied

openSUSE-SU-2015:1454-1: moderate: Security update for MozillaThunderbir

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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