CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2015-4499

MITRE NVD CVE.ORG Print: PDF %5

CVE-2015-4499

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback
2015-09-14 01:59:00 UTC

2016-12-22 02:59:00 UTC

Util.pm in Bugzilla 2.x, 3.x, and 4.x before 4.2.15, 4.3.x and 4.4.x before 4.4.10, and 5.x before 5.0.1 mishandles long e-ma
| |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Bugzilla 2.0 All All All
Mozilla Bugzilla 2.10 All All All
Mozilla Bugzilla 2.12 All All All
Mozilla Bugzilla 2.14 All All All
Mozilla Bugzilla 2.141 All All All
Mozilla Bugzilla 2.14.2 All All All
Mozilla Bugzilla 2.14.3 All All All
Mozilla Bugzilla 2.14.4 All All All
Mozilla Bugzilla 2.145 All All All
Mozilla Bugzilla 2.16 All All All
Mozilla Bugzilla 2.16 rci All All
Mozilla Bugzilla 2.16 rc2 All All
Mozilla Bugzilla 2.16.1 All All All
Mozilla Bugzilla 2.16.10 All All All
Mozilla Bugzilla 2.16.11 All All All
Mozilla Bugzilla 2.16.2 All All All
Mozilla Bugzilla 2.16.3 All All All
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https://cve.report/CVE-2015-4499/nist
https://cve.report/CVE-2015-4499/cve_org
https://cve.report/CVE-2015-4499.pdf
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Reference
Bugtraq: Security Advisory for Bugzilla 5.0.1, 4.4.10 and 4.2.15

[SECURITY] Fedora 23 Update: bugzilla-4.4.10-1.fc23

[SECURITY] Fedora 21 Update: bugzilla-4.4.10-1.fc21

Bugzilla Unauthorized Account Creation = Packet Storm

[SECURITY] Fedora 22 Update: bugzilla-4.4.10-1.fc22
Bugtraq: Security advisory for Bugzilla 5.0, 4.4.9, and 4.2.14
bug1202447.bmoattachments.org/attachment.cgi

CVE Program record

NVD vulnerability detail

/| |

Bugzilla Account Creation Username Truncation Lets Remote Users Gain Elevated Privileges - SecurityTracker

1202447 — (CVE-2015-4499) [SECURITY] The email address is not properly validated during registration if longer than 127 characters

Soutr
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BUG

MISC

CVE

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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