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Heap-based buffer overflow in the nestegg_track_codec_data function in Mozilla Firefox before 41.0 and Firefox ESR 38.x |

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox All All All All
Mozilla Firefox Esr 38.0 All All All
Mozilla Firefox Esr 38.0.1 All All All
Mozilla Firefox Esr 38.0.5 All All All
Mozilla Firefox Esr 38.1.0 All All All
Mozilla Firefox Esr 38.1.1 All All All
Mozilla Firefox Esr 38.2.0 All All All
Mozilla Firefox Esr 38.2.1 All All All
Mozilla Firefox Esr 38.0 All All All
Mozilla Firefox Esr 38.0.1 All All All
Mozilla Firefox Esr 38.0.5 All All All
Mozilla Firefox Esr 38.1.0 All All All
Mozilla Firefox Esr 38.1.1 All All All
Mozilla Firefox Esr 38.2.0 All All All
Mozilla Firefox Esr 38.2.1 All All All
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Oracle Solaris Bulletin - April 2016

[security-announce] openSUSE-SU-2015:1681-1: important: Security update
[security-announce] SUSE-SU-2015:1703-1: important: Security update for

[security-announce] openSUSE-SU-2015:1658-1: important: Security update

USN-2754-1: Thunderbird vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2015:1679-1: important: Security update

Mozilla Firefox Multiple Security Vulnerabilities

Buffer overflow while decoding WebM video — Mozilla

1200148 - (CVE-2015-4511) Heap-buffer-overflow due to overflow in nestegg_track_codec_data
Red Hat Customer Portal

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, Bypass Security Restriction
[security-announce] SUSE-SU-2015:2081-1: important: Security update for

Debian -- Security Information -- DSA-3365-1 iceweasel

[security-announce] SUSE-SU-2015:1680-1: important: Security update for
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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