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CVE CVE-2015-4590
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-22 18:59:00 UTC
Updated 2015-06-23 14:19:00 UTC
Description The extractFrom function in Internals/QuotedString.cpp in Arduino JSON before 4.5 allows remote attackers to cause a der

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Arduino Json Project Arduino Json All All All

1|

Language

All

References

Reference Source
Update QuotedString.cpp - Pull Request #81 - bblanchon/ArduinoJson - GitHub CONFIRM
ArduinoJson JSON Strings Processing Buffer Overflow Vulnerability BID

oss-security - Re: CVE ID Request: Buffer overflow in ArduinoJson when parsing crafted JSON strings  MLIST

ArduinoJson/CHANGELOG.md at master - bblanchon/Arduinodson - GitHub CONFIRM
Fix buffer overflow (pull request #81) - bblanchon/ArduinoJson@5e7b9ec - GitHub CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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