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Summary

CVE CVE-2015-4628

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-18 10:59:00 UTC

Updated 2016-12-07 18:13:00 UTC

Description SQL injection vulnerability in application/controllers/admin/questiongroups.php in LimeSurvey before 2.06+ Build 150618 allows remote authenticated administrators to execute arbitrary SQL commands via the sid parameter.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Limesurvey Limesurvey All All All All

Application Limesurvey Limesurvey All All All All

References

Reference Source

bugs.limesurvey.org/view.php CONFIRM

Fixed issue: SQL injection vulnerability in administration - discover… · LimeSurvey/LimeSurvey@b09edc0 · GitHub CONFIRM

LimeSurvey 'admin/questiongroups.php' SQL Injection Vulnerability BID

SQL injection vulnerability in Lastest version LimeSurvey 206plus by 0keeteam · Pull Request #331 · LimeSurvey/LimeSurvey · GitHub CONFIRM

Release 2.06+ Build 150618 · LimeSurvey/LimeSurvey@e15861a · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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