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Summary

CVE CVE-2015-4632

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-18 21:29:00 UTC

Updated 2018-12-31 16:37:00 UTC

Description Multiple directory traversal vulnerabilities in Koha 3.14.x before 3.14.16, 3.16.x before 3.16.12, 3.18.x before 3.18.08, and 3.20.x before 3.20.1 allow remote attackers to read arbitrary files via a ..%2f (dot dot encoded slash) in the template_path parameter to (1) svc/virtualshelves/search or (2) svc/members/search.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Koha Koha All All All All

Application Koha Koha All All All All

References

Reference

Koha ILS 3.20.x CSRF / XSS / Traversal / SQL Injection ≈ Packet Storm

Full Disclosure: SBA Research Vulnerability Disclosure - Multiple Critical Vulnerabilities in Koha ILS

Security Release – Koha 3.20.1 | Official Website of Koha Library Software

Security Release – Koha 3.18.8 | Official Website of Koha Library Software

Researchers of SBA Research found several critical security vulnerabilities in the Koha Library software via Combinatorial Testing | SBA Research

14408 – Path traversal vulnerabilty

Security Release – Koha 3.16.12 | Official Website of Koha Library Software

Koha 3.14.16 released | Official Website of Koha Library Software

Koha 3.20.1 - Directory Traversal - PHP webapps Exploit

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2015-4632/mitre
https://cve.report/CVE-2015-4632/nist
https://cve.report/CVE-2015-4632/cve_org
https://cve.report/api/cve/CVE-2015-4632.json
https://cve.report/CVE-2015-4632.pdf
http://cve.report/vendor/koha
http://cve.report/software/koha/koha
http://cve.report/vendor/koha
http://cve.report/software/koha/koha
https://packetstormsecurity.com/files/132458/Koha-ILS-3.20.x-CSRF-XSS-Traversal-SQL-Injection.html
https://seclists.org/fulldisclosure/2015/Jun/80
https://koha-community.org/security-release-koha-3-20-1/
https://koha-community.org/security-release-koha-3-18-8/
https://www.sba-research.org/2015/06/24/researchers-of-sba-research-found-several-critical-security-vulnerabilities-in-the-koha-library-software-via-combinatorial-testing/
https://bugs.koha-community.org/bugzilla3/show_bug.cgi?id=14408
https://koha-community.org/security-release-koha-3-16-12/
https://koha-community.org/koha-3-14-16-released/
https://www.exploit-db.com/exploits/37388/
https://www.cve.org/CVERecord?id=CVE-2015-4632
https://nvd.nist.gov/vuln/detail/CVE-2015-4632


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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