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Summary

CVE CVE-2015-4641

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-19 14:59:00 UTC

Updated 2016-12-07 18:13:00 UTC

Description Directory traversal vulnerability in the SwiftKey language-pack update implementation on Samsung Galaxy S4, S4 Mini, S5, and S6 devices allows remote web servers to write to arbitrary files, and consequently execute arbitrary code in a privileged context, by leveraging control of the skslm.swiftkey.net domain name and providing a .. (dot dot) in an entry in a ZIP archive, as demonstrated by a traversal to the /data/dalvik-cache directory.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Samsung Galaxy S4 All All All All

Hardware Samsung Galaxy S4 All All All All

Hardware Samsung Galaxy S4 Mini All All All All

Hardware Samsung Galaxy S4 Mini All All All All

Hardware Samsung Galaxy S5 All All All All

Hardware Samsung Galaxy S5 All All All All

Hardware Samsung Galaxy S6 All All All All

Hardware Samsung Galaxy S6 All All All All

Application Swiftkey Swiftkey Sdk All All All All

Application Swiftkey Swiftkey Sdk All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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