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The dissect_wccp2r1_address_table_info function in epan/dissectors/packet-wcep.c in the WCCP dissector in Wireshark 1.
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 8.0 All All All
Debian Debian Linux 8.0 All All All
Oracle Solaris 11.3 All All All
Oracle Solaris 11.3 All All All
Wireshark Wireshark 1.12.0 All All All
Wireshark Wireshark 1.121 All All All
Wireshark Wireshark 1.12.2 All All All
Wireshark Wireshark 1.12.3 All All All
Wireshark Wireshark 1.12.4 All All All
Wireshark Wireshark 1.12.5 All All All
Wireshark Wireshark 1.12.0 All All All
Wireshark Wireshark 1.12.1 All All All
Wireshark Wireshark 1.12.2 All All All
Wireshark Wireshark 1.12.3 All All All
Wireshark Wireshark 1.12.4 All All All
Wireshark Wireshark 1.12.5 All All All
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References

Reference Source Link
openSUSE-SU-2015:1215-1: moderate: Security update for wireshark SUSE lists.opensuse.org
Wireshark WCCP/GSM DTAP Dissector Bugs Let Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com
Wireshark WCP Dissector 'epan/dissectors/usb.c' Remote Denial of Service Vulnerability BID www.securityfocus.com
code.wireshark Code Review - wireshark.git/commit CONFIRM  code.wireshark.org
Oracle Solaris Third Party Bulletin - October 2015 CONFIRM www.oracle.com
code.wireshark Code Review - wireshark.git/commit code.wireshark.org
Wireshark: Multiple vulnerabilities (GLSA 201510-03) — Gentoo Security GENTOO security.gentoo.org

Bug 11153 — Buildbot crash output: fuzz-2015-04-27-18462.pcap CONFIRM bugs.wireshark.org
Debian -- Security Information -- DSA-3294-1 wireshark DEBIAN www.debian.org
Wireshark - wnpa-sec-2015-19 - WCCP dissector crash CONFIRM  www.wireshark.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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