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Certain versions of Jdk from Oracle contain the following vulnerability:

Unspecified vulnerability in Oracle Java SE 6u101, 7u85, and 8u60,
and Java SE Embedded 8u51, allows remote attackers to affect
confidentiality, integrity, and availability via unknown vectors related to
2D.

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

Oracle Java SE CVE-2015-4844 Remote
Security Vulnerability

cve.report (archive)

text/html

 BID 77164

Debian -- Security Information -- DSA-
3381-1 openjdk-7

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3381

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:2506

[security-announce] SUSE-SU-2015:2182-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2015:2182

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:2508

CVE-2015-4844 has been assigned by  secalert_us@oracle.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2015-4844/mitre
https://cve.report/CVE-2015-4844/nist
https://cve.report/CVE-2015-4844/cve_org
https://cve.report/CVE-2015-4844.pdf
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/77164
http://www.debian.org/security/2015/dsa-3381
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-2506.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00003.html
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-2508.html


Inactive Link Not Archived

[security-announce] openSUSE-SU-
2015:1971-1: important: Security update

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2015:1971

Oracle Critical Patch Update - October
2015

Patch

Vendor Advisory

www.oracle.com

text/html

 CONFIRM
www.oracle.com/technetwork/topics/security/cpuoct2015-
2367953.html

[security-announce] SUSE-SU-2015:1875-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2015:1875

USN-2827-1: OpenJDK 6 vulnerabilities |
Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-2827-1

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:1928

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:1921

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:1926

[security-announce] openSUSE-SU-
2016:0270-1: critical: Security update f

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2016:0270

Oracle Java SE Multiple Flaws Let Local
and Remote Users Gain Elevated Privileges
and Remote Users Access and Modify Data
and Deny Service - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1033884

[security-announce] SUSE-SU-2015:2192-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2015:2192

IcedTea: Multiple vulnerabilities (GLSA
201603-14) — Gentoo security

security.gentoo.org

text/html

 GENTOO GLSA-201603-14

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:1927

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:1920

[security-announce] openSUSE-SU-
2015:1905-1: important: Security update

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2015:1905

[security-announce] openSUSE-SU-
2015:1906-1: important: Security update

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2015:1906

Oracle Linux Bulletin - October 2015 www.oracle.com

text/html

 CONFIRM
www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-
2719645.html

[security-announce] SUSE-SU-2015:1874-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2015:1874

USN-2784-1: OpenJDK 7 vulnerabilities |
Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-2784-1

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:2518

http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00019.html
http://www.oracle.com/technetwork/topics/security/cpuoct2015-2367953.html
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00001.html
http://www.ubuntu.com/usn/USN-2827-1
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-1928.html
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-1921.html
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-1926.html
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00045.html
http://www.securitytracker.com/id/1033884
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00004.html
https://security.gentoo.org/glsa/201603-14
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-1927.html
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-1920.html
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00009.html
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00010.html
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-2719645.html
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00000.html
http://www.ubuntu.com/usn/USN-2784-1
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-2518.html


[security-announce] SUSE-SU-2015:2168-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2015:2168

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:1919

[security-announce] SUSE-SU-2015:2268-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2015:2268

[security-announce] SUSE-SU-2015:2216-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2015:2216

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2016:1430

[security-announce] openSUSE-SU-
2015:1902-1: important: Security update

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2015:1902

[security-announce] SUSE-SU-2015:2166-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2015:2166

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:2509

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:2507

Oracle JRE/JDK: Multiple vulnerabilities
(GLSA 201603-11) — Gentoo Security

security.gentoo.org

text/html

 GENTOO GLSA-201603-11

[security-announce] SUSE-SU-2016:0113-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:0113

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.6.0 update101 All All

Application Oracle Jdk 1.6.0 update_101 All All

Application Oracle Jdk 1.7.0 update85 All All

Application Oracle Jdk 1.7.0 update_85 All All

Application Oracle Jdk 1.8.0 update51 All All

Application Oracle Jdk 1.8.0 update60 All All

Application Oracle Jdk 1.6.0 update_101 All All

Application Oracle Jdk 1.7.0 update_85 All All

Application Oracle Jdk 1.8.0 update51 All All
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← Previous ID Next ID→

Application Oracle Jdk 1.8.0 update60 All All

Application Oracle Jre 1.6.0 update_101 All All

Application Oracle Jre 1.7.0 update_85 All All

Application Oracle Jre 1.8.0 update_51 All All

Application Oracle Jre 1.8.0 update_60 All All

Application Oracle Jre 1.6.0 update_101 All All

Application Oracle Jre 1.7.0 update_85 All All

Application Oracle Jre 1.8.0 update_51 All All

Application Oracle Jre 1.8.0 update_60 All All

No vendor comments have been submitted for this CVE

cpe:2.3:a:oracle:jdk:1.6.0:update101:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.6.0:update_101:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update85:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update_85:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.8.0:update51:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.8.0:update60:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.6.0:update_101:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update_85:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.8.0:update51:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.8.0:update60:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.6.0:update_101:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update_85:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.8.0:update_51:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.8.0:update_60:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.6.0:update_101:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.7.0:update_85:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.8.0:update_51:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.8.0:update_60:*:*:*:*:*:*:
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