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Summary

CVE CVE-2015-4965

State PUBLISHED

Assigner ibm

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-06 01:59:11 UTC

Updated 2026-05-06 22:30:45 UTC

Description maximouiweb/webmodule/webclient/utility/merlin.jsp in IBM Maximo Asset Management 7.1 through 7.1.1.13, 7.5.0 before 7.5.0.8 IFIX004, and 7.6.0 before 7.6.0.1 IFIX002; Maximo Asset Management 7.5.x before 7.5.0.8 IFIX004 and 7.6.0 before 7.6.0.1 IFIX002 for SmartCloud Control Desk; and Maximo Asset Management 7.1 through 7.1.1.13 and 7.2 for Tivoli IT Asset Management for IT and certain other products allows remote authenticated users to obtain sensitive information by reading a (1) backup or (2) debug application file.

Risk And Classification

Primary CVSS: v2.0 4 from nvd@nist.gov

AV:N/AC:L/Au:S/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:S/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Change And Configuration Management Database 7.1 All All All

Application Ibm Change And Configuration Management Database 7.2 All All All

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2015-4965/mitre
https://cve.report/CVE-2015-4965/nist
https://cve.report/CVE-2015-4965/cve_org
https://cve.report/api/cve/CVE-2015-4965.json
https://cve.report/CVE-2015-4965.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/change_and_configuration_management_database


Application Ibm Change And Configuration Management Database 7.2 All All All

Application Ibm Maximo Asset Management 7.1 All All All

Application Ibm Maximo Asset Management 7.1.1 All All All

Application Ibm Maximo Asset Management 7.1.1.1 All All All

Application Ibm Maximo Asset Management 7.1.1.10 All All All

Application Ibm Maximo Asset Management 7.1.1.11 All All All

Application Ibm Maximo Asset Management 7.1.1.12 All All All

Application Ibm Maximo Asset Management 7.1.1.13 All All All

Application Ibm Maximo Asset Management 7.1.1.2 All All All

Application Ibm Maximo Asset Management 7.1.1.5 All All All

Application Ibm Maximo Asset Management 7.1.1.6 All All All

Application Ibm Maximo Asset Management 7.1.1.7 All All All

Application Ibm Maximo Asset Management 7.1.1.8 All All All

Application Ibm Maximo Asset Management 7.1.1.9 All All All

Application Ibm Maximo Asset Management 7.5.0.0 All All All

Application Ibm Maximo Asset Management 7.5.0.1 All All All

Application Ibm Maximo Asset Management 7.5.0.2 All All All

Application Ibm Maximo Asset Management 7.5.0.3 All All All

Application Ibm Maximo Asset Management 7.5.0.4 All All All

Application Ibm Maximo Asset Management 7.5.0.5 All All All

Application Ibm Maximo Asset Management 7.5.0.6 All All All

Application Ibm Maximo Asset Management 7.5.0.7 All All All

Application Ibm Maximo Asset Management 7.5.0.8 All All All

Application Ibm Maximo Asset Management 7.6.0.0 All All All

Application Ibm Maximo Asset Management Essentials 7.1 All All All

Application Ibm Maximo Asset Management Essentials 7.5 All All All

Application Ibm Maximo For Energy Optimization 7.1 All All All

Application Ibm Maximo For Government 7.1 All All All

Application Ibm Maximo For Government 7.5.0.0 All All All

Application Ibm Maximo For Government 7.5.0.1 All All All

Application Ibm Maximo For Government 7.5.0.2 All All All

Application Ibm Maximo For Government 7.5.0.3 All All All

Application Ibm Maximo For Government 7.5.0.4 All All All

Application Ibm Maximo For Government 7.5.0.5 All All All

Application Ibm Maximo For Government 7.5.0.6 All All All

Application Ibm Maximo For Life Sciences 7.1 All All All
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Application Ibm Maximo For Life Sciences 7.1 All All All

Application Ibm Maximo For Life Sciences 7.5.0.0 All All All

Application Ibm Maximo For Life Sciences 7.5.0.1 All All All

Application Ibm Maximo For Life Sciences 7.5.0.2 All All All

Application Ibm Maximo For Life Sciences 7.5.0.3 All All All

Application Ibm Maximo For Life Sciences 7.5.0.4 All All All

Application Ibm Maximo For Life Sciences 7.5.0.5 All All All

Application Ibm Maximo For Life Sciences 7.5.0.6 All All All

Application Ibm Maximo For Nuclear Power 7.1 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.0 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.1 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.2 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.3 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.4 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.5 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.6 All All All

Application Ibm Maximo For Oil And Gas 7.1 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.0 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.1 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.2 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.3 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.4 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.5 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.6 All All All

Application Ibm Maximo For Transportation 7.1 All All All

Application Ibm Maximo For Transportation 7.5.0.0 All All All

Application Ibm Maximo For Transportation 7.5.0.1 All All All

Application Ibm Maximo For Transportation 7.5.0.2 All All All

Application Ibm Maximo For Transportation 7.5.0.3 All All All

Application Ibm Maximo For Transportation 7.5.0.4 All All All

Application Ibm Maximo For Transportation 7.5.0.5 All All All

Application Ibm Maximo For Transportation 7.5.0.6 All All All

Application Ibm Maximo For Utilities 7.1 All All All

Application Ibm Maximo For Utilities 7.5.0.0 All All All

Application Ibm Maximo For Utilities 7.5.0.1 All All All

Application Ibm Maximo For Utilities 7.5.0.2 All All All
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Application Ibm Maximo For Utilities 7.5.0.3 All All All

Application Ibm Maximo For Utilities 7.5.0.4 All All All

Application Ibm Maximo For Utilities 7.5.0.5 All All All

Application Ibm Maximo For Utilities 7.5.0.6 All All All

Application Ibm Smartcloud Control Desk 7.5 All All All

Application Ibm Tivoli Asset Management For It 7.1 All All All

Application Ibm Tivoli Asset Management For It 7.2 All All All

Application Ibm Tivoli Service Request Manager 7.1.0 All All All

Application Ibm Tivoli Service Request Manager 7.2.0.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

IBM Security Bulletin: IBM Maximo Asset Management contains a misconfiguration that could allow an authenticated user to view backup and debug application files which could contain sensitive information (CVE-2015-4965) - United States

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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