=

VE-2015-

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2015-5005
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-11-08 22:59:00 UTC
Updated 2016-11-28 19:31:00 UTC
Description CSPOC in IBM PowerHA SystemMirror on AIX 6.1 and 7.1 allows remote authenticated users to perform an "su root" actior
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Ibm Aix 6.1 All All All
Operating System Ibm Aix 71 All All All
Operating System Ibm Aix 6.1 All All All
Operating System Ibm Aix 71 All All All
Application Ibm Powerha System Mirror All All All All
Application Ibm Powerha System Mirror All All All All

References |
Reference Source Link Tags
IBM IV76943: A POTENTIAL SECURITY ISSUE EXISTS - United States AIXAPAR  www-01.ibm.com
aix.software.ibm.com/aix/efixes/security/powerha_advisory.asc CONFIRM  aix.software.ibm.com Vendor Advi:
IBM IV76946: A POTENTIAL SECURITY ISSUE EXISTS - United States AIXAPAR  www-01.ibm.com
IBM IV77007: A POTENTIAL SECURITY ISSUE EXISTS - United States AIXAPAR  www-01.ibm.com
IBM PowerHA SystemMirror CVE-2015-5005 Remote Privilege Escalation Vulnerability =~ BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ar
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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