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Summary

CVE CVE-2015-5059

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-01 14:29:00 UTC

Updated 2017-08-07 15:10:00 UTC

Description The "Project Documentation" feature in MantisBT 1.2.19 and earlier, when the threshold to access files ($g_view_proj_doc_threshold) is set to ANYBODY, allows remote authenticated users to download attachments linked to arbitrary private projects via a file id number in the file_id parameter to file_download.php.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantisbt Mantisbt All All All All

References

Reference Source Link

Change default threshold to view project doc to VIEWER · mantisbt/mantisbt@a4be76d · GitHub CONFIRM github.com

[SECURITY] Fedora 21 Update: mantis-1.2.19-3.fc21 FEDORA lists.fedoraproject.org

Malformed Request BID www.securityfocus.com

Change default threshold to view project doc to VIEWER · mantisbt/mantisbt@f39cf52 · GitHub CONFIRM github.com

Bug 1237199 – CVE-2015-5059 mantis: information disclosure due to too wide $g_view_proj_doc_threshold permission CONFIRM bugzilla.redhat.com

oss-security - Re: CVE Request: Information disclosure in MantisBT MLIST www.openwall.com

oss-security - Re: CVE Request: Information disclosure in MantisBT MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2015-5059/mitre
https://cve.report/CVE-2015-5059/nist
https://cve.report/CVE-2015-5059/cve_org
https://cve.report/api/cve/CVE-2015-5059.json
https://cve.report/CVE-2015-5059.pdf
http://cve.report/vendor/mantisbt
http://cve.report/software/mantisbt/mantisbt
https://github.com/mantisbt/mantisbt/commit/a4be76d6e5c4939545d84712c79d3f8f4a108c4f
http://lists.fedoraproject.org/pipermail/package-announce/2015-August/163191.html
http://www.securityfocus.com/bid/75414
https://github.com/mantisbt/mantisbt/commit/f39cf5251953b468e9d921e1cf2aca3abdb00772
https://bugzilla.redhat.com/show_bug.cgi?id=1237199
http://www.openwall.com/lists/oss-security/2015/06/25/3
http://www.openwall.com/lists/oss-security/2015/06/25/4
https://www.cve.org/CVERecord?id=CVE-2015-5059
https://nvd.nist.gov/vuln/detail/CVE-2015-5059
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