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Summary

CVE CVE-2015-5070

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-26 14:29:00 UTC

Updated 2017-10-10 14:54:00 UTC

Description The (1) filesystem::get_wml_location function in filesystem.cpp and (2) is_legal_file function in filesystem_boost.cpp in Battle for Wesnoth before 1.12.4 and 1.13.x before 1.13.1, when a case-insensitive filesystem is used, allow remote attackers to obtain sensitive information via vectors related to inclusion of .pbl files from WML. 

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Application Wesnoth Battle For Wesnoth 1.13.0 All All All

Application Wesnoth Battle For Wesnoth 1.13.0 All All All

Application Wesnoth Battle For Wesnoth All All All All

References

Reference Source

[SECURITY] Fedora 22 Update: wesnoth-1.12.4-1.fc22 FEDORA

Battle for Wesnoth - Bugs: bug #23504, Potential security problem,... [Gna!] MISC

1236010 – (CVE-2015-5069, CVE-2015-5070) CVE-2015-5069 CVE-2015-5070 wesnoth: authentication information disclosure CONFIRM

Use looks_like_pbl() to disallow .pbl file inclusion (bug #23504) · wesnoth/wesnoth@b2738ff · GitHub CONFIRM

Release 1.13.1 · wesnoth/wesnoth · GitHub CONFIRM

Release 1.12.4 · wesnoth/wesnoth · GitHub CONFIRM

[SECURITY] Fedora 21 Update: wesnoth-1.12.4-1.fc21 FEDORA
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oss-security - Re: CVE request: Wesnoth authentication information disclosure MLIST

Wesnoth CVE-2015-5070 Information Disclosure Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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