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Django before 1.4.21, 1.5.x through 1.6.x, 1.7.x before 1.7.9, and 1.8.x before 1.8.3 uses an incorrect regular expression, w
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Risk And Classification

Problem Types: CWE-20
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Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 15.04 All All All
Canonical Ubuntu Linux 15.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 15.04 All All All
Canonical Ubuntu Linux 15.10 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
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Diangoproject Diango 1.5.10 All All All
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Django CVE-2015-5144 Header Injection Vulnerability

Oracle Solaris Third Party Bulletin - October 2015

Django: Multiple vulnerabilities (GLSA 201510-06) — Gentoo Security

[SECURITY] Fedora 23 Update: python-django-1.8.6-1.fc23

Debian -- Security Information -- DSA-3305-1 python-django

Source
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openSUSE-SU-2015:1813-1: moderate: Security update for python-Django SUSE lists.

Django Bugs Let Remote Users Deny Service and Conduct HTTP/Header Response Splitting Attacks - SecurityTracker SECTRACK  www

openSUSE-SU-2015:1802-1: moderate: Security update for python-django SUSE lists.
Security releases issued: 1.8.3, 1.7.9, 1.4.21 | Weblog | Django CONFIRM WWW
USN-2671-1: Django vulnerabilities | Ubuntu UBUNTU WWW
CVE Program record CVE.ORG WWW
NVD vulnerability detail NVD nvd.|
4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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