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Summary

CVE CVE-2015-5158

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-12 01:59:00 UTC

Updated 2020-09-08 13:54:00 UTC

Description Stack-based buffer overflow in hw/scsi/scsi-bus.c in QEMU, when built with SCSI-device emulation support, allows guest OS users with CAP_SYS_RAWIO permissions to cause a denial of service (instance crash) via an invalid opcode in a SCSI command descriptor block.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu All All All All

Application Qemu Qemu 2.4.0 - All All

Application Qemu Qemu 2.4.0 rc1 All All

Application Qemu Qemu 2.4.0 rc2 All All

Application Qemu Qemu All All All All

Application Qemu Qemu 2.4.0 - All All

Application Qemu Qemu 2.4.0 rc1 All All

Application Qemu Qemu 2.4.0 rc2 All All

References

Reference

[Qemu-devel] [PATCH] scsi: fix buffer overflow in scsi_req_parse_cdb (CV

Qemu CVE-2015-5158 Local Denial of Service Vulnerability

QEMU SCSI Emulation Buffer Overflow Lets Local Users on a Guest System Cause Denial of Service Conditions on the Host System - SecurityTracker

QEMU: Arbitrary code execution (GLSA 201510-02) — Gentoo Security
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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