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Summary

CVE CVE-2015-5161

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-25 17:59:00 UTC

Updated 2016-12-24 02:59:00 UTC

Description The Zend_Xml_Security::scan in ZendXml before 1.0.1 and Zend Framework before 1.12.14, 2.x before 2.4.6, and 2.5.x before 2.5.2, when running under PHP-FPM in a threaded environment, allows remote attackers to bypass security checks and conduct XML external entity (XXE) and XML entity expansion (XEE) attacks via multibyte encoded characters.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zend Zend Framework 1.0.0 All All All

Application Zend Zend Framework 1.0.0 rc1 All All

Application Zend Zend Framework 1.0.0 rc2 All All

Application Zend Zend Framework 1.0.0 rc2a All All

Application Zend Zend Framework 1.0.0 rc3 All All

Application Zend Zend Framework 1.0.1 All All All

Application Zend Zend Framework 1.0.2 All All All

Application Zend Zend Framework 1.0.3 All All All

Application Zend Zend Framework 1.0.4 All All All

Application Zend Zend Framework 1.10.0 All All All

Application Zend Zend Framework 1.10.0 alpha1 All All

Application Zend Zend Framework 1.10.0 beta1 All All

Application Zend Zend Framework 1.10.0 rc1 All All

Application Zend Zend Framework 1.10.1 All All All

Application Zend Zend Framework 1.10.2 All All All

Application Zend Zend Framework 1.10.3 All All All

Application Zend Zend Framework 1.10.4 All All All
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Application Zend Zend Framework 1.10.4 All All All

Application Zend Zend Framework 1.10.5 All All All

Application Zend Zend Framework 1.10.6 All All All

Application Zend Zend Framework 1.10.7 All All All

Application Zend Zend Framework 1.10.8 All All All

Application Zend Zend Framework 1.10.9 All All All

Application Zend Zend Framework 1.11.0 All All All

Application Zend Zend Framework 1.11.0 b1 All All

Application Zend Zend Framework 1.11.0 rc1 All All

Application Zend Zend Framework 1.11.1 All All All

Application Zend Zend Framework 1.11.10 All All All

Application Zend Zend Framework 1.11.11 All All All

Application Zend Zend Framework 1.11.12 All All All

Application Zend Zend Framework 1.11.13 All All All

Application Zend Zend Framework 1.11.2 All All All

Application Zend Zend Framework 1.11.3 All All All

Application Zend Zend Framework 1.11.4 All All All

Application Zend Zend Framework 1.11.5 All All All

Application Zend Zend Framework 1.11.6 All All All

Application Zend Zend Framework 1.11.7 All All All

Application Zend Zend Framework 1.11.8 All All All

Application Zend Zend Framework 1.11.9 All All All

Application Zend Zend Framework 1.12.0 All All All

Application Zend Zend Framework 1.12.0 rc1 All All

Application Zend Zend Framework 1.12.0 rc2 All All

Application Zend Zend Framework 1.12.0 rc3 All All

Application Zend Zend Framework 1.12.0 rc4 All All

Application Zend Zend Framework 1.12.1 All All All

Application Zend Zend Framework 1.12.10 All All All

Application Zend Zend Framework 1.12.11 All All All

Application Zend Zend Framework 1.12.12 All All All

Application Zend Zend Framework 1.12.13 All All All

Application Zend Zend Framework 1.12.2 All All All

Application Zend Zend Framework 1.12.3 All All All

Application Zend Zend Framework 1.12.4 All All All

Application Zend Zend Framework 1.12.5 All All All

http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework


Application Zend Zend Framework 1.12.6 All All All

Application Zend Zend Framework 1.12.7 All All All

Application Zend Zend Framework 1.12.8 All All All

Application Zend Zend Framework 1.12.9 All All All

Application Zend Zend Framework 1.5.0 rc1 All All

Application Zend Zend Framework 1.5.0 rc2 All All

Application Zend Zend Framework 1.5.0 rc3 All All

Application Zend Zend Framework 1.5.1 All All All

Application Zend Zend Framework 1.5.2 All All All

Application Zend Zend Framework 1.5.3 All All All

Application Zend Zend Framework 1.6.0 All All All

Application Zend Zend Framework 1.6.0 rc1 All All

Application Zend Zend Framework 1.6.0 rc2 All All

Application Zend Zend Framework 1.6.0 rc3 All All

Application Zend Zend Framework 1.6.1 All All All

Application Zend Zend Framework 1.6.2 All All All

Application Zend Zend Framework 1.7.0 All All All

Application Zend Zend Framework 1.7.0 pl1 All All

Application Zend Zend Framework 1.7.0 pr All All

Application Zend Zend Framework 1.7.1 All All All

Application Zend Zend Framework 1.7.2 All All All

Application Zend Zend Framework 1.7.3 All All All

Application Zend Zend Framework 1.7.3 pl1 All All

Application Zend Zend Framework 1.7.4 All All All

Application Zend Zend Framework 1.7.5 All All All

Application Zend Zend Framework 1.7.6 All All All

Application Zend Zend Framework 1.7.7 All All All

Application Zend Zend Framework 1.7.8 All All All

Application Zend Zend Framework 1.7.9 All All All

Application Zend Zend Framework 1.8.0 All All All

Application Zend Zend Framework 1.8.0 a1 All All

Application Zend Zend Framework 1.8.0 b1 All All

Application Zend Zend Framework 1.8.1 All All All

Application Zend Zend Framework 1.8.2 All All All

Application Zend Zend Framework 1.8.3 All All All

Application Zend Zend Framework 1.8.4 All All All
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Application Zend Zend Framework 1.8.4 All All All

Application Zend Zend Framework 1.8.4 pl1 All All

Application Zend Zend Framework 1.8.5 All All All

Application Zend Zend Framework 1.9.0 All All All

Application Zend Zend Framework 1.9.0 a1 All All

Application Zend Zend Framework 1.9.0 b1 All All

Application Zend Zend Framework 1.9.0 rc1 All All

Application Zend Zend Framework 1.9.1 All All All

Application Zend Zend Framework 1.9.2 All All All

Application Zend Zend Framework 1.9.3 All All All

Application Zend Zend Framework 1.9.3 pl1 All All

Application Zend Zend Framework 1.9.4 All All All

Application Zend Zend Framework 1.9.5 All All All

Application Zend Zend Framework 1.9.6 All All All

Application Zend Zend Framework 1.9.7 All All All

Application Zend Zend Framework 1.9.8 All All All

Application Zend Zend Framework 2.0.0 All All All

Application Zend Zend Framework 2.0.0 rc1 All All

Application Zend Zend Framework 2.0.0 rc2 All All

Application Zend Zend Framework 2.0.0 rc3 All All

Application Zend Zend Framework 2.0.0 rc4 All All

Application Zend Zend Framework 2.0.0 rc5 All All

Application Zend Zend Framework 2.0.0 rc6 All All

Application Zend Zend Framework 2.0.0 rc7 All All

Application Zend Zend Framework 2.0.1 All All All

Application Zend Zend Framework 2.0.2 All All All

Application Zend Zend Framework 2.0.3 All All All

Application Zend Zend Framework 2.0.4 All All All

Application Zend Zend Framework 2.0.5 All All All

Application Zend Zend Framework 2.0.6 All All All

Application Zend Zend Framework 2.0.7 All All All

Application Zend Zend Framework 2.1.0 All All All

Application Zend Zend Framework 2.1.1 All All All

Application Zend Zend Framework 2.1.2 All All All

Application Zend Zend Framework 2.1.3 All All All

Application Zend Zend Framework 2.1.4 All All All
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Application Zend Zend Framework 2.1.5 All All All

Application Zend Zend Framework 2.1.6 All All All

Application Zend Zend Framework 2.2.0 All All All

Application Zend Zend Framework 2.2.1 All All All

Application Zend Zend Framework 2.2.10 All All All

Application Zend Zend Framework 2.2.2 All All All

Application Zend Zend Framework 2.2.3 All All All

Application Zend Zend Framework 2.2.4 All All All

Application Zend Zend Framework 2.2.5 All All All

Application Zend Zend Framework 2.2.6 All All All

Application Zend Zend Framework 2.2.7 All All All

Application Zend Zend Framework 2.2.8 All All All

Application Zend Zend Framework 2.2.9 All All All

Application Zend Zend Framework 2.3.0 All All All

Application Zend Zend Framework 2.3.1 All All All

Application Zend Zend Framework 2.3.2 All All All

Application Zend Zend Framework 2.3.3 All All All

Application Zend Zend Framework 2.3.4 All All All

Application Zend Zend Framework 2.3.5 All All All

Application Zend Zend Framework 2.3.6 All All All

Application Zend Zend Framework 2.3.7 All All All

Application Zend Zend Framework 2.3.8 All All All

Application Zend Zend Framework 2.3.9 All All All

Application Zend Zend Framework 2.4.0 All All All

Application Zend Zend Framework 2.4.1 All All All

Application Zend Zend Framework 2.4.2 All All All

Application Zend Zend Framework 2.4.3 All All All

Application Zend Zend Framework 2.4.4 All All All

Application Zend Zend Framework 2.4.5 All All All

Application Zend Zend Framework 2.5.0 All All All

Application Zend Zend Framework 2.5.1 All All All

Application Zend Zend Framework 1.0.0 All All All

Application Zend Zend Framework 1.0.0 rc1 All All

Application Zend Zend Framework 1.0.0 rc2 All All

Application Zend Zend Framework 1.0.0 rc2a All All
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Application Zend Zend Framework 1.0.0 rc3 All All

Application Zend Zend Framework 1.0.1 All All All

Application Zend Zend Framework 1.0.2 All All All

Application Zend Zend Framework 1.0.3 All All All

Application Zend Zend Framework 1.0.4 All All All

Application Zend Zend Framework 1.10.0 All All All

Application Zend Zend Framework 1.10.0 alpha1 All All

Application Zend Zend Framework 1.10.0 beta1 All All

Application Zend Zend Framework 1.10.0 rc1 All All

Application Zend Zend Framework 1.10.1 All All All

Application Zend Zend Framework 1.10.2 All All All

Application Zend Zend Framework 1.10.3 All All All

Application Zend Zend Framework 1.10.4 All All All

Application Zend Zend Framework 1.10.5 All All All

Application Zend Zend Framework 1.10.6 All All All

Application Zend Zend Framework 1.10.7 All All All

Application Zend Zend Framework 1.10.8 All All All

Application Zend Zend Framework 1.10.9 All All All

Application Zend Zend Framework 1.11.0 All All All

Application Zend Zend Framework 1.11.0 b1 All All

Application Zend Zend Framework 1.11.0 rc1 All All

Application Zend Zend Framework 1.11.1 All All All

Application Zend Zend Framework 1.11.10 All All All

Application Zend Zend Framework 1.11.11 All All All

Application Zend Zend Framework 1.11.12 All All All

Application Zend Zend Framework 1.11.13 All All All

Application Zend Zend Framework 1.11.2 All All All

Application Zend Zend Framework 1.11.3 All All All

Application Zend Zend Framework 1.11.4 All All All

Application Zend Zend Framework 1.11.5 All All All

Application Zend Zend Framework 1.11.6 All All All

Application Zend Zend Framework 1.11.7 All All All

Application Zend Zend Framework 1.11.8 All All All

Application Zend Zend Framework 1.11.9 All All All

Application Zend Zend Framework 1.12.0 All All All

Application Zend Zend Framework 1.12.0 rc1 All All
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