VE-2015-5161

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2015-5161
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-25 17:59:00 UTC
Updated 2016-12-24 02:59:00 UTC
Description The Zend_Xml_Security::scan in ZendXml before 1.0.1 and Zend Framework before 1.12.14, 2.x before 2.4.6, and 2.5.x be

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zend Zend Framework 1.0.0 All All All
Application Zend Zend Framework 1.0.0 rci All All
Application Zend Zend Framework 1.0.0 rc2 All All
Application Zend Zend Framework 1.0.0 rc2a All All
Application Zend Zend Framework 1.0.0 rc3 All All
Application Zend Zend Framework 1.0.1 All All All
Application Zend Zend Framework 1.0.2 All All All
Application Zend Zend Framework 1.0.3 All All All
Application Zend Zend Framework 1.0.4 All All All
Application Zend Zend Framework 1.10.0 All All All
Application Zend Zend Framework 1.10.0 alphai All All
Application Zend Zend Framework 1.10.0 betal All All
Application Zend Zend Framework 1.10.0 rci All All
Application Zend Zend Framework 1.10.1 All All All
Application Zend Zend Framework 1.10.2 All All All
Application Zend Zend Framework 1.10.3 All All All
Application Zend Zend Framework 1.10.4 All All All
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Multiple Zend Products CVE-2015-5161 XML External Entity Injection Vulnerability BID wWww.se
ZF2015-06: XXE/XEE vector when using ZendXml on multibyte payloads - Advisories - Security - Zend Framework  CONFIRM framewc
[SECURITY] Fedora 22 Update: php-guzzle-Guzzle-3.9.3-5.fc22 FEDORA lists.fed
Full Disclosure: Zend Framework <= 2.4.2 XML eXternal Entity Injection (XXE) on PHP FPM FULLDISC seclists.
legalhackers.com/advisories/zend-framework-XXE-vuln.txt MISC legalhac
Zend Framework 2.4.2 / 1.12.13 XXE Injection ~ Packet Storm MISC packets
Debian -- Security Information -- DSA-3340-1 zendframework DEBIAN www.de
CVE Program record CVE.ORG WWW.CV
NVD vulnerability detail NVD nvd.nist
4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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