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CVE CVE-2015-5163
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-08-19 15:59:00 UTC
Updated 2023-02-13 00:50:00 UTC

Description The import task action in OpenStack Image Service (Glance) 2015.1.x before 2015.1.2 (kilo), when using the V2 API, allow:
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Glance 2015.1.0 All All All

Application Openstack Glance 2015.1.1 All All All

Application Openstack Glance 2015.1.0 Al All All

Application Openstack Glance 2015.1.1 All All All
References

Reference

access.redhat.com | CVE-2015-5163

Red Hat Customer Portal

Bug #1471912 “[OSSA 2015-014] Format-guessing and file disclosur...” : Bugs : Glance

OpenStack Open Source Cloud Computing Software » Message: [openstack-announce] [OSSA 2015-014] Glance v2 API host file disclosure 1
rhn.redhat.com | Red Hat Support

OpenStack Glance CVE-2015-5163 Information Disclosure Vulnerability

1252378 — (CVE-2015-5163) CVE-2015-5163 openstack-glance: Glance v2 API host file disclosure through gcow2 backing file

CVE Program record

NVD vulnerability detail
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http://cve.report/vendor/openstack
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http://cve.report/vendor/openstack
http://cve.report/software/openstack/glance
http://cve.report/vendor/openstack
http://cve.report/software/openstack/glance
https://access.redhat.com/security/cve/CVE-2015-5163
https://access.redhat.com/errata/RHSA-2015:1639
https://bugs.launchpad.net/glance/+bug/1471912
http://lists.openstack.org/pipermail/openstack-announce/2015-August/000527.html
http://rhn.redhat.com/errata/RHSA-2015-1639.html
http://www.securityfocus.com/bid/76346
https://bugzilla.redhat.com/show_bug.cgi?id=1252378
https://www.cve.org/CVERecord?id=CVE-2015-5163
https://nvd.nist.gov/vuln/detail/CVE-2015-5163

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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