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Summary

CVE CVE-2015-5166

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-12 14:59:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Use-after-free vulnerability in QEMU in Xen 4.5.x and earlier does not completely unplug emulated block devices, which allows local HVM guest users to gain privileges by unplugging a block device twice.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 22 All All All

Operating System Xen Xen 4.5.1 All All All

Operating System Xen Xen 4.5.1 All All All

Operating System Xen Xen All All All All

References

Reference

[SECURITY] Fedora 23 Update: xen-4.5.1-6.fc23

[SECURITY] Fedora 22 Update: xen-4.5.1-8.fc22

XSA-139 - Xen Security Advisories

Xen QEMU Block Unplug Protocol Use-After-Free Lets Local Users on a Guest System Gain Elevated Privileges on the Host System - SecurityTracker

[SECURITY] Fedora 21 Update: xen-4.4.3-3.fc21

Xen CVE-2015-5166 Local Privilege Escalation Vulnerability

CVE Program record

https://cve.report/
https://cve.report/CVE-2015-5166/mitre
https://cve.report/CVE-2015-5166/nist
https://cve.report/CVE-2015-5166/cve_org
https://cve.report/api/cve/CVE-2015-5166.json
https://cve.report/CVE-2015-5166.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/165373.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/167820.html
http://xenbits.xen.org/xsa/advisory-139.html
http://www.securitytracker.com/id/1033175
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/167792.html
http://www.securityfocus.com/bid/76152
https://www.cve.org/CVERecord?id=CVE-2015-5166


NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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