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Certain versions of Tomcat from Apache contain the following
vulnerability:

Directory traversal vulnerability in RequestUtil.java in Apache Tomcat
6.x before 6.0.45, 7.x before 7.0.65, and 8.x before 8.0.27 allows
remote authenticated users to bypass intended SecurityManager
restrictions and list a parent directory via a /.. (slash dot dot) in a
pathname used by a web application in a getResource,

getResourceAsStream, or getResourcePaths call, as demonstrated by the
$CATALINA_BASE/webapps directory.

CVSS3 Score: 4.3 - MEDIUM
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CVSS2 Score: 4 - MEDIUM
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CVE References

Description Tags Link

Pony Mail! lists.apache.org  MLIST [tomcat-users] 20200131 Re: 7.0.59 to 7.0.99 upgrade,

CVE-2015-5174 has been assigned by  secalert@redhat.com to track the vulnerability - currently rated as MEDIUM  severity.
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https://cve.report/CVE-2015-5174/cve_org
https://cve.report/CVE-2015-5174.pdf
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http://cve.report/vendor/apache
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/


Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-users] 20200131 Re: 7.0.59 to 7.0.99 upgrade,
CVE-2015-5174 fix prevents us from accessing resources
outside context

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2016:1434

'[security bulletin] HPSBUX03561 rev.1 -
HPE HP-UX using Apache Tomcat, Remote
Access Restriction Byp' - MARC

marc.info

text/html

 HP HPSBUX03561

[Apache-SVN] Revision 1700897 svn.apache.org

text/html

 CONFIRM svn.apache.org/viewvc?
view=revision&revision=1700897

[Apache-SVN] Revision 1700898 svn.apache.org

text/html

 CONFIRM svn.apache.org/viewvc?
view=revision&revision=1700898

Apache Tomcat CVE-2015-5174 Directory
Traversal Vulnerability

cve.report (archive)

text/html

 BID 83329

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20190325 svn commit: r1856174 [21/29] -
in /tomcat/site/trunk: docs/ xdocs/ xdocs/stylesheets/

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20200213 svn commit: r1873980 [27/34] -
/tomcat/site/trunk/docs/

[Apache-SVN] Revision 1696281 svn.apache.org

text/html

 CONFIRM svn.apache.org/viewvc?
view=revision&revision=1696281

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-users] 20200204 Re: 7.0.59 to 7.0.99 upgrade,
CVE-2015-5174 fix prevents us from accessing resources
outside context

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:2045

Apache Tomcat Limited Directory Traversal
≈ Packet Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/135883/Apache-Tomcat-
Limited-Directory-Traversal.html

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:1435

Debian -- Security Information -- DSA-
3609-1 tomcat8

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3609

CPU July 2018 www.oracle.com

text/html

 CONFIRM www.oracle.com/technetwork/security-
advisory/cpujul2018-4258247.html

[security-announce] SUSE-SU-2016:0769-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:0769

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20190415 svn commit: r1857582 [16/22] -
in /tomcat/site/trunk: docs/ xdocs/stylesheets/

Oracle Linux Bulletin - October 2016 www.oracle.com

text/html

 CONFIRM
www.oracle.com/technetwork/topics/security/linuxbulletinoct2016-
3090545.html

[security-announce] SUSE-SU-2016:0822-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:0822

[security-announce] openSUSE-SU-
2016:0865-1: important: Security update

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2016:0865

February 2016 Apache Tomcat
Vulnerabilities in NetApp Products | NetApp

security.netapp.com

text/html

 CONFIRM security.netapp.com/advisory/ntap-20180531-
0001/

https://lists.apache.org/thread.html/r15695e6203b026c9e9070ca9fa95fb17dd4cd88e5342a7dc5e1e7b85@%253Cusers.tomcat.apache.org%253E
https://access.redhat.com/errata/RHSA-2016:1434
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https://lists.apache.org/thread.html/39ae1f0bd5867c15755a6f959b271ade1aea04ccdc3b2e639dcd903b@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r9136ff5b13e4f1941360b5a309efee2c114a14855578c3a2cbe5d19c@%253Cdev.tomcat.apache.org%253E
http://svn.apache.org/viewvc?view=revision&revision=1696281
https://lists.apache.org/thread.html/r1c62634b7426bee5f553307063457b99c84af73b078ede4f2592b34e@%253Cusers.tomcat.apache.org%253E
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-2045.html
http://packetstormsecurity.com/files/135883/Apache-Tomcat-Limited-Directory-Traversal.html
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-1435.html
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http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2016-3090545.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00069.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00085.html
https://security.netapp.com/advisory/ntap-20180531-0001/


Vulnerabilities in NetApp Products | NetApp
Product Security

text/html 0001/

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20200203 svn commit: r1873527 [23/30] -
/tomcat/site/trunk/docs/

Document Display | HPE Support Center h20566.www2.hpe.com

text/html

 CONFIRM
h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?
docId=emr_na-c05158626

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-users] 20200203 Re: 7.0.59 to 7.0.99 upgrade,
CVE-2015-5174 fix prevents us from accessing resources
outside context

Document Display | HPE Support Center h20566.www2.hpe.com

text/html

 CONFIRM
h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?
docId=emr_na-c05150442

Bugtraq: [SECURITY] CVE-2015-5174
Apache Tomcat Limited Directory Traversal

seclists.org

text/html

 BUGTRAQ 20160222 [SECURITY] CVE-2015-5174 Apache
Tomcat Limited Directory Traversal

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-users] 20200130 Re: 7.0.59 to 7.0.99 upgrade,
CVE-2015-5174 fix prevents us from accessing resources
outside context

USN-3024-1: Tomcat vulnerabilities |
Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-3024-1

Debian -- Security Information -- DSA-
3530-1 tomcat6

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3530

[Apache-SVN] Revision 1700900 svn.apache.org

text/html

 CONFIRM svn.apache.org/viewvc?
view=revision&revision=1700900

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:2599

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20190319 svn commit: r1855831 [23/30] -
in /tomcat/site/trunk: ./ docs/ xdocs/

Broadcom Support Portal bto.bluecoat.com

text/html

 CONFIRM bto.bluecoat.com/security-advisory/sa118

[Apache-SVN] Revision 1696284 svn.apache.org

text/html

 CONFIRM svn.apache.org/viewvc?
view=revision&revision=1696284

Document Display | HPE Support Center h20566.www2.hpe.com

text/html

 CONFIRM
h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?
docId=emr_na-c05054964

[security-announce] SUSE-SU-2016:0839-
1: important: Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:0839

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2016:1433

Apache Tomcat getResource() Lets
Applications Obtain Certain Directory
Listings - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1035070

Apache Tomcat® - Apache Tomcat 7
vulnerabilities

Vendor Advisory

tomcat.apache.org

text/html

 CONFIRM tomcat.apache.org/security-7.html

Apache Tomcat® - Apache Tomcat 8
vulnerabilities

Vendor Advisory

tomcat.apache.org

text/html

 CONFIRM tomcat.apache.org/security-8.html

https://lists.apache.org/thread.html/r03c597a64de790ba42c167efacfa23300c3d6c9fe589ab87fe02859c@%253Cdev.tomcat.apache.org%253E
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05158626
https://lists.apache.org/thread.html/r409efdf706c2077ae5c37018a87da725a3ca89570a9530342cdc53e4@%253Cusers.tomcat.apache.org%253E
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05150442
http://seclists.org/bugtraq/2016/Feb/149
https://lists.apache.org/thread.html/r0b24f2c7507f702348e2c2d64e8a5de72bad6173658e8d8e45322ac2@%253Cusers.tomcat.apache.org%253E
http://www.ubuntu.com/usn/USN-3024-1
http://www.debian.org/security/2016/dsa-3530
http://svn.apache.org/viewvc?view=revision&revision=1700900
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-2599.html
https://lists.apache.org/thread.html/b8a1bf18155b552dcf9a928ba808cbadad84c236d85eab3033662cfb@%253Cdev.tomcat.apache.org%253E
https://bto.bluecoat.com/security-advisory/sa118
http://svn.apache.org/viewvc?view=revision&revision=1696284
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05054964
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00082.html
https://access.redhat.com/errata/RHSA-2016:1433
http://www.securitytracker.com/id/1035070
http://tomcat.apache.org/security-7.html
http://tomcat.apache.org/security-8.html


Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20190413 svn commit: r1857494 [15/20] -
in /tomcat/site/trunk: ./ docs/ xdocs/

Apache Tomcat: Multiple vulnerabilities
(GLSA 201705-09) — Gentoo Security

security.gentoo.org

text/html

 GENTOO GLSA-201705-09

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20200213 svn commit: r1873980 [26/34] -
/tomcat/site/trunk/docs/

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-users] 20200130 7.0.59 to 7.0.99 upgrade,
CVE-2015-5174 fix prevents us from accessing resources
outside context

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2016:1432

Debian -- Security Information -- DSA-
3552-1 tomcat7

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3552

Apache Tomcat® - Apache Tomcat 6
vulnerabilities

Vendor Advisory

tomcat.apache.org

text/html

 CONFIRM tomcat.apache.org/security-6.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 6.0.0 All All All

Application Apache Tomcat 6.0.0 alpha All All

Application Apache Tomcat 6.0.1 All All All

Application Apache Tomcat 6.0.1 alpha All All

Application Apache Tomcat 6.0.10 All All All

Application Apache Tomcat 6.0.11 All All All

Application Apache Tomcat 6.0.13 All All All

Application Apache Tomcat 6.0.14 All All All

Application Apache Tomcat 6.0.16 All All All

Application Apache Tomcat 6.0.18 All All All

Application Apache Tomcat 6.0.2 All All All

Application Apache Tomcat 6.0.2 alpha All All

Application Apache Tomcat 6.0.2 beta All All

Application Apache Tomcat 6.0.20 All All All

Application Apache Tomcat 6.0.24 All All All

https://lists.apache.org/thread.html/37220405a377c0182d2afdbc36461c4783b2930fbeae3a17f1333113@%253Cdev.tomcat.apache.org%253E
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Application Apache Tomcat 6.0.26 All All All

Application Apache Tomcat 6.0.28 All All All

Application Apache Tomcat 6.0.29 All All All

Application Apache Tomcat 6.0.30 All All All

Application Apache Tomcat 6.0.32 All All All

Application Apache Tomcat 6.0.33 All All All

Application Apache Tomcat 6.0.35 All All All

Application Apache Tomcat 6.0.36 All All All

Application Apache Tomcat 6.0.37 All All All

Application Apache Tomcat 6.0.39 All All All

Application Apache Tomcat 6.0.4 All All All

Application Apache Tomcat 6.0.4 alpha All All

Application Apache Tomcat 6.0.41 All All All

Application Apache Tomcat 6.0.43 All All All

Application Apache Tomcat 6.0.44 All All All

Application Apache Tomcat 7.0.0 beta All All

Application Apache Tomcat 7.0.10 All All All

Application Apache Tomcat 7.0.11 All All All

Application Apache Tomcat 7.0.12 All All All

Application Apache Tomcat 7.0.14 All All All

Application Apache Tomcat 7.0.16 All All All

Application Apache Tomcat 7.0.19 All All All

Application Apache Tomcat 7.0.2 beta All All

Application Apache Tomcat 7.0.20 All All All

Application Apache Tomcat 7.0.21 All All All

Application Apache Tomcat 7.0.22 All All All

Application Apache Tomcat 7.0.23 All All All

Application Apache Tomcat 7.0.25 All All All

Application Apache Tomcat 7.0.26 All All All

Application Apache Tomcat 7.0.27 All All All

Application Apache Tomcat 7.0.28 All All All

Application Apache Tomcat 7.0.29 All All All

Application Apache Tomcat 7.0.30 All All All

Application Apache Tomcat 7.0.32 All All All

Application Apache Tomcat 7.0.33 All All All
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Application Apache Tomcat 7.0.34 All All All

Application Apache Tomcat 7.0.35 All All All

Application Apache Tomcat 7.0.37 All All All

Application Apache Tomcat 7.0.39 All All All

Application Apache Tomcat 7.0.4 beta All All

Application Apache Tomcat 7.0.40 All All All

Application Apache Tomcat 7.0.41 All All All

Application Apache Tomcat 7.0.42 All All All

Application Apache Tomcat 7.0.47 All All All

Application Apache Tomcat 7.0.5 beta All All

Application Apache Tomcat 7.0.50 All All All

Application Apache Tomcat 7.0.52 All All All

Application Apache Tomcat 7.0.53 All All All

Application Apache Tomcat 7.0.54 All All All

Application Apache Tomcat 7.0.55 All All All

Application Apache Tomcat 7.0.56 All All All

Application Apache Tomcat 7.0.57 All All All

Application Apache Tomcat 7.0.59 All All All

Application Apache Tomcat 7.0.6 All All All

Application Apache Tomcat 7.0.61 All All All

Application Apache Tomcat 7.0.62 All All All

Application Apache Tomcat 7.0.63 All All All

Application Apache Tomcat 7.0.64 All All All

Application Apache Tomcat 8.0.0 rc1 All All

Application Apache Tomcat 8.0.0 rc10 All All

Application Apache Tomcat 8.0.0 rc3 All All

Application Apache Tomcat 8.0.0 rc5 All All

Application Apache Tomcat 8.0.1 All All All

Application Apache Tomcat 8.0.11 All All All

Application Apache Tomcat 8.0.12 All All All

Application Apache Tomcat 8.0.14 All All All

Application Apache Tomcat 8.0.15 All All All

Application Apache Tomcat 8.0.17 All All All

Application Apache Tomcat 8.0.18 All All All

Application Apache Tomcat 8.0.20 All All All

Application Apache Tomcat 8.0.21 All All All
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Application Apache Tomcat 8.0.21 All All All

Application Apache Tomcat 8.0.22 All All All

Application Apache Tomcat 8.0.23 All All All

Application Apache Tomcat 8.0.24 All All All

Application Apache Tomcat 8.0.26 All All All

Application Apache Tomcat 6.0.0 All All All

Application Apache Tomcat 6.0.0 alpha All All

Application Apache Tomcat 6.0.1 All All All

Application Apache Tomcat 6.0.1 alpha All All

Application Apache Tomcat 6.0.10 All All All

Application Apache Tomcat 6.0.11 All All All

Application Apache Tomcat 6.0.13 All All All

Application Apache Tomcat 6.0.14 All All All

Application Apache Tomcat 6.0.16 All All All

Application Apache Tomcat 6.0.18 All All All

Application Apache Tomcat 6.0.2 All All All

Application Apache Tomcat 6.0.2 alpha All All

Application Apache Tomcat 6.0.2 beta All All

Application Apache Tomcat 6.0.20 All All All

Application Apache Tomcat 6.0.24 All All All

Application Apache Tomcat 6.0.26 All All All

Application Apache Tomcat 6.0.28 All All All

Application Apache Tomcat 6.0.29 All All All

Application Apache Tomcat 6.0.30 All All All

Application Apache Tomcat 6.0.32 All All All

Application Apache Tomcat 6.0.33 All All All

Application Apache Tomcat 6.0.35 All All All

Application Apache Tomcat 6.0.36 All All All

Application Apache Tomcat 6.0.37 All All All

Application Apache Tomcat 6.0.39 All All All

Application Apache Tomcat 6.0.4 All All All

Application Apache Tomcat 6.0.4 alpha All All

Application Apache Tomcat 6.0.41 All All All

Application Apache Tomcat 6.0.43 All All All

Application Apache Tomcat 6.0.44 All All All

Application Apache Tomcat 7.0.0 beta All All

http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat


Application Apache Tomcat 7.0.10 All All All

Application Apache Tomcat 7.0.11 All All All

Application Apache Tomcat 7.0.12 All All All

Application Apache Tomcat 7.0.14 All All All

Application Apache Tomcat 7.0.16 All All All

Application Apache Tomcat 7.0.19 All All All

Application Apache Tomcat 7.0.2 beta All All

Application Apache Tomcat 7.0.20 All All All

Application Apache Tomcat 7.0.21 All All All

Application Apache Tomcat 7.0.22 All All All

Application Apache Tomcat 7.0.23 All All All

Application Apache Tomcat 7.0.25 All All All

Application Apache Tomcat 7.0.26 All All All

Application Apache Tomcat 7.0.27 All All All

Application Apache Tomcat 7.0.28 All All All

Application Apache Tomcat 7.0.29 All All All

Application Apache Tomcat 7.0.30 All All All

Application Apache Tomcat 7.0.32 All All All

Application Apache Tomcat 7.0.33 All All All

Application Apache Tomcat 7.0.34 All All All

Application Apache Tomcat 7.0.35 All All All

Application Apache Tomcat 7.0.37 All All All

Application Apache Tomcat 7.0.39 All All All

Application Apache Tomcat 7.0.4 beta All All

Application Apache Tomcat 7.0.40 All All All

Application Apache Tomcat 7.0.41 All All All

Application Apache Tomcat 7.0.42 All All All

Application Apache Tomcat 7.0.47 All All All

Application Apache Tomcat 7.0.5 beta All All

Application Apache Tomcat 7.0.50 All All All

Application Apache Tomcat 7.0.52 All All All

Application Apache Tomcat 7.0.53 All All All

Application Apache Tomcat 7.0.54 All All All

Application Apache Tomcat 7.0.55 All All All

Application Apache Tomcat 7.0.56 All All All

Application Apache Tomcat 7.0.57 All All All
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Application Apache Tomcat 7.0.57 All All All

Application Apache Tomcat 7.0.59 All All All

Application Apache Tomcat 7.0.6 All All All

Application Apache Tomcat 7.0.61 All All All

Application Apache Tomcat 7.0.62 All All All

Application Apache Tomcat 7.0.63 All All All

Application Apache Tomcat 7.0.64 All All All

Application Apache Tomcat 8.0.0 rc1 All All

Application Apache Tomcat 8.0.0 rc10 All All

Application Apache Tomcat 8.0.0 rc3 All All

Application Apache Tomcat 8.0.0 rc5 All All

Application Apache Tomcat 8.0.1 All All All

Application Apache Tomcat 8.0.11 All All All

Application Apache Tomcat 8.0.12 All All All

Application Apache Tomcat 8.0.14 All All All

Application Apache Tomcat 8.0.15 All All All

Application Apache Tomcat 8.0.17 All All All

Application Apache Tomcat 8.0.18 All All All

Application Apache Tomcat 8.0.20 All All All

Application Apache Tomcat 8.0.21 All All All

Application Apache Tomcat 8.0.22 All All All

Application Apache Tomcat 8.0.23 All All All

Application Apache Tomcat 8.0.24 All All All

Application Apache Tomcat 8.0.26 All All All

Operating
System

Canonical Ubuntu Linux 12.04 All All All

Operating
System

Canonical Ubuntu Linux 14.04 All All All

Operating
System

Canonical Ubuntu Linux 15.10 All All All

Operating
System

Canonical Ubuntu Linux 16.04 All All All

Operating
System

Canonical Ubuntu Linux 12.04 All All All

Operating
System

Canonical Ubuntu Linux 14.04 All All All

Operating
System

Canonical Ubuntu Linux 15.10 All All All

Operating
System

Canonical Ubuntu Linux 16.04 All All All
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System

Operating
System

Debian Debian Linux 7.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Debian Debian Linux 7.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

cpe:2.3:a:apache:tomcat:6.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.2:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.2:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.24:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.26:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.29:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.30:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.32:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.33:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.35:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.36:*:*:*:*:*:*:*:
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cpe:2.3:a:apache:tomcat:6.0.37:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.39:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.4:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.41:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.43:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.44:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.0:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.19:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.2:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.25:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.26:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.27:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.29:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.30:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.32:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.33:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.34:*:*:*:*:*:*:*:



cpe:2.3:a:apache:tomcat:7.0.35:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.37:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.39:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.4:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.40:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.41:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.42:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.47:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.5:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.50:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.52:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.53:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.54:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.55:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.56:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.57:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.59:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.61:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.62:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.63:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.64:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.0:rc10:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.0:rc5:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.12:*:*:*:*:*:*:*:



cpe:2.3:a:apache:tomcat:8.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.17:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.24:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.26:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.2:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.2:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.24:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.26:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.29:*:*:*:*:*:*:*:



cpe:2.3:a:apache:tomcat:6.0.30:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.32:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.33:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.35:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.36:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.37:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.39:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.4:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.41:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.43:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:6.0.44:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.0:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.19:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.2:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.25:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.26:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.27:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.29:*:*:*:*:*:*:*:



cpe:2.3:a:apache:tomcat:7.0.29:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.30:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.32:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.33:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.34:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.35:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.37:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.39:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.4:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.40:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.41:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.42:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.47:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.5:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.50:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.52:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.53:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.54:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.55:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.56:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.57:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.59:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.61:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.62:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.63:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:7.0.64:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.0:rc10:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE

cpe:2.3:a:apache:tomcat:8.0.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.0:rc5:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.17:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.24:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:8.0.26:*:*:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:12.04:*:*:*:lts:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:15.10:*:*:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:16.04:*:*:*:lts:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:12.04:*:*:*:lts:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:15.10:*:*:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:16.04:*:*:*:lts:*:*:*:

cpe:2.3:o:debian:debian_linux:7.0:*:*:*:*:*:*:*:

cpe:2.3:o:debian:debian_linux:8.0:*:*:*:*:*:*:*:

cpe:2.3:o:debian:debian_linux:7.0:*:*:*:*:*:*:*:

cpe:2.3:o:debian:debian_linux:8.0:*:*:*:*:*:*:*:
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