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CVE CVE-2015-5177
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-22 18:29:00 UTC
Updated 2017-11-07 13:01:00 UTC
Description Double free vulnerability in the SLPDKnownDAAdd function in slpd/slpd_knownda.c in OpenSLP 1.2.1 allows remote attack
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Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Opensip Openslp 1.2.1 All All All

Application Openslp Openslp 1.2.1 All All All
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VMware ESXi Double Free Memory Error in OpenSLP SLPDProcessMessage() Lets Remote Users Execute Arbitrary Code on the Target Sys
OpenSLP 'SLPDProcessMessage()' Function Double Free Denial of Service Vulnerability

Debian -- Security Information -- DSA-3353-1 openslp-dfsg

1251064 — (CVE-2015-5177) CVE-2015-5177 openslp: double free in SLPDProcessMessage()

OpenSLP / Code / Commit [2bc15d]

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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