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CVE CVE-2015-5191
State PUBLIC
Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-28 21:29:00 UTC
Updated 2017-08-08 14:19:00 UTC
Description VMware Tools prior to 10.0.9 contains multiple file system races in libDeployPkg, related to the use of hard-coded paths un

/ |
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Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All
Application Vmware Tools All All All All

References |
Reference

VMSA-2017-0013

VMware Tools CVE-2015-5191 Local Privilege Escalation Vulnerability

VMware vCenter Server and Tools Multiple Bugs Let Local Host System Users Obtain Passwords and Sensitive Information and Let Local Us:
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376141 F5 BIG-IP Application Security Manager (ASM), Local Traffic Manager (LTM), Access Policy Manager (APM) Privilege
Escalation Vulnerability (K84583382)
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