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Certain versions of Openoffice from Apache contain the following
vulnerability:

LibreOffice before 4.4.6 and 5.x before 5.0.1 and Apache OpenOffice
before 4.1.2 allows remote attackers to cause a denial of service
(memory corruption and application crash) or execute arbitrary code
via an index to a non-existent bookmark in a DOC file.

CVSS2 Score: 6.8 - MEDIUM
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CVE References

Description Tags Link

LibreOffice, OpenOffice: Multiple
vulnerabilities (GLSA 201611-03) —
Gentoo security

security.gentoo.org

text/html

 GENTOO GLSA-201611-03

LibreOffice Bookmark Array Index Error
Lets Remote Users Execute Arbitrary C ode
- SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1034086

LibreOffice Multiple Remote Code
Execution and Information Disclosure
Vulnerabilities

cve.report (archive)

text/html

 BID 77486

Debian -- Security Information -- DSA-
3394-1 libreoffice

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3394

Apache OpenOffice Bugs Let Remote www.securitytracker.com  SECTRACK 1034091

CVE-2015-5214 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/CVE-2015-5214/cve_org
https://cve.report/CVE-2015-5214.pdf
http://cve.report/software/apache/openoffice
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://security.gentoo.org/glsa/201611-03
http://www.securitytracker.com/id/1034086
http://cve.report/bid/77486
http://www.debian.org/security/2015/dsa-3394
http://www.securitytracker.com/id/1034091


Apache OpenOffice Bugs Let Remote
Users Obtain Files and Execute Arbitrary
Code - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1034091

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:2619

LibreOffice, OpenOffice: Multiple
vulnerabilities (GLSA 201603-05) —
Gentoo Security

security.gentoo.org

text/html

 GENTOO GLSA-201603-05

Oracle Linux Bulletin - October 2015 www.oracle.com

text/html

 CONFIRM
www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-
2719645.html

CVE-2015-5214 Vendor Advisory

www.openoffice.org

text/html

 CONFIRM www.openoffice.org/security/cves/CVE-2015-
5214.html

CVE-2015-5214 | LibreOffice - Free Office
Suite - Fun Project - Fantastic People

Vendor Advisory

www.libreoffice.org

text/html

 CONFIRM www.libreoffice.org/about-
us/security/advisories/cve-2015-5214/

USN-2793-1: LibreOffice vulnerabilities |
Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-2793-1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Openoffice All All All All

Operating
System

Canonical Ubuntu Linux 12.04 All All All

Operating
System

Canonical Ubuntu Linux 14.04 All All All

Operating
System

Canonical Ubuntu Linux 15.04 All All All

Operating
System

Canonical Ubuntu Linux 12.04 All All All

Operating
System

Canonical Ubuntu Linux 14.04 All All All

Operating
System

Canonical Ubuntu Linux 15.04 All All All

Operating
System

Debian Debian Linux 7.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating Debian Debian Linux 7.0 All All All
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← Previous ID Next ID→

System

Operating
System

Debian Debian Linux 8.0 All All All

Application Libreoffice Libreoffice All All All All

No vendor comments have been submitted for this CVE
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