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CVE CVE-2015-5221
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-25 18:29:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description Use-after-free vulnerability in the mif_process_cmpt function in libjasper/mif/mif_cod.c in the JasPer JPEG-2000 library befc

4 H -l
Risk And Classification

Primary CVSS: v3.0 5.5 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H

Problem Types: CWE-416 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.5 MEDIUM CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 43 AV:N/AC:M/Au:N/C:N/I:N/A:P
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https://cve.report/
https://cve.report/CVE-2015-5221/mitre
https://cve.report/CVE-2015-5221/nist
https://cve.report/CVE-2015-5221/cve_org
https://cve.report/api/cve/CVE-2015-5221.json
https://cve.report/CVE-2015-5221.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 23 All All All
Operating System Fedoraproject Fedora 24 All All All
Operating System Fedoraproject Fedora 25 All All All
Application Jasper Project Jasper All All All All
Operating System Opensuse Leap 42.2 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Opensuse Project Leap 421 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

[SECURITY] Fedora 23 Update: jasper-1.900.1-34.fc23 - package-announce - Fedora Mailing-Lists af854a3a-2127-422b-91ae
Red Hat Customer Portal af854a3a-2127-422b-91ac¢
openSUSE-SU-2016:2833-1: moderate: Security update for jasper af854a3a-2127-422b-91ae



http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/jasper_project
http://cve.report/software/jasper_project/jasper
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse_project
http://cve.report/software/opensuse_project/leap
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/AXWV22WGSQFDRPE7G6ECGP3QXS2V2A2M/
https://access.redhat.com/errata/RHSA-2017:1208
http://lists.opensuse.org/opensuse-updates/2016-11/msg00064.html

USN-3693-1: JasPer vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 24 Update: jasper-1.900.1-33.fc24 - package-announce - Fedora Mailing-Lists
oss-security - Use-after-free (and double-free) in Jasper JPEG-200 (CVE-2015-5221)

[SECURITY] Fedora 25 Update: jasper-1.900.1-33.fc25 - package-announce - Fedora Mailing-Lists

openSUSE-SU-2016:2722-1: moderate: Security update for jasper

1255710 — (CVE-2015-5221) CVE-2015-5221 jasper: use-after-free and double-free flaws in mif_process_cmpt()

CVE-2015-5221 - mdadams/jasper@df5d286 - GitHub

openSUSE-SU-2016:2737-1: moderate: Security update for jasper

[SECURITY] [DLA 1583-1] jasper security update

[SECURITY] Fedora 24 Update: jasper-1.900.1-33.fc24 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 25 Update: jasper-1.900.1-33.fc25 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 23 Update: jasper-1.900.1-34.fc23 - package-announce - Fedora Mailing-Lists
CVE Program record
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

af854a3a-2127-422b-91a¢
af854a3a-2127-422b-91a¢
af854a3a-2127-422b-91a¢
af854a3a-2127-422b-91ac¢
af854a3a-2127-422b-91ae
af854a3a-2127-422b-91ac¢
af854a3a-2127-422b-91ae
af854a3a-2127-422b-91a¢
af854a3a-2127-422b-91a¢
MITRE

MITRE

MITRE

CVE.ORG

NVD

mﬂ
AR R AR AR A AR AACARR

378165 Virtuozzo Linux Security Update for jasper-utils (VZLSA-2017:1208)
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