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Summary

CVE CVE-2015-5223

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-26 17:59:00 UTC

Updated 2018-01-05 02:30:00 UTC

Description OpenStack Object Storage (Swift) before 2.4.0 allows attackers to obtain sensitive information via a PUT tempurl and a DLO object manifest that references an object in another container.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Swift All All All All

References

Reference Source Link

Oracle Solaris Bulletin - April 2016 CONFIRM www.oracle.com

Red Hat Customer Portal REDHAT rhn.redhat.com

OSSA-2015-016: Information leak via Swift tempurls — OpenStack Security Advisories 2014.2.0.dev86 documentation CONFIRM security.openstack.org

oss-security - [OSSA 2015-016] Information leak via Swift tempurls (CVE-2015-5223) MLIST www.openwall.com

[security-announce] SUSE-SU-2015:1846-1: important: Security update for SUSE lists.opensuse.org

Bug #1453948 “[OSSA 2015-016] all PUT tempurls leak existence vi...” : Bugs : OpenStack Object Storage (swift) CONFIRM bugs.launchpad.net

Bug #1449212 “Container level temp URLs can unintentionally leak...” : Bugs : OpenStack Object Storage (swift) CONFIRM bugs.launchpad.net

OpenStack Swift CVE-2015-5223 Information Disclosure Vulnerability BID www.securityfocus.com

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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