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Summary

CVE CVE-2015-5241

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-19 19:29:00 UTC

Updated 2017-05-31 13:31:00 UTC

Description After logging into the portal, the logout jsp page redirects the browser back to the login page after. It is feasible for malicious users to redirect the browser to an unintended web page in Apache jUDDI 3.1.2, 3.1.3, 3.1.4, and 3.1.5 when utilizing the portlets based user interface also known as 'Pluto', 'jUDDI Portal', 'UDDI Portal' or 'uddi-console'. User session data, credentials, and auth tokens are cleared before the redirect.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Juddi 3.1.2 All All All

Application Apache Juddi 3.1.3 All All All

Application Apache Juddi 3.1.4 All All All

Application Apache Juddi 3.1.5 All All All

Application Apache Juddi 3.1.2 All All All

Application Apache Juddi 3.1.3 All All All

Application Apache Juddi 3.1.4 All All All

Application Apache Juddi 3.1.5 All All All

References

Reference Source Link Tags

Apache jUDDI – Security Advisories MISC juddi.apache.org Mitigation, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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