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CVE-2015-5254

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Activemq from Apache contain the following
vulnerability:

Apache ActiveMQ 5.x before 5.13.0 does not restrict the classes that
can be serialized in the broker, which allows remote attackers to
execute arbitrary code via a crafted serialized Java Message Service
(JMS) ObjectMessage object.
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CVE References

Description Tags Link

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:2036

oss-security - [ANNOUNCE] www.openwall.com  MLIST [oss-security] 20151208 [ANNOUNCE] CVE-2015-5254 - Unsafe

CVE-2015-5254 has been assigned by  secalert@redhat.com to track the vulnerability - currently rated as CRITICAL  severity.
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https://cve.report/
https://cve.report/CVE-2015-5254/mitre
https://cve.report/CVE-2015-5254/nist
https://cve.report/CVE-2015-5254/cve_org
https://cve.report/CVE-2015-5254.pdf
http://cve.report/software/apache/activemq
http://cve.report/vendor/apache
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-2036.html
http://www.openwall.com/lists/oss-security/2015/12/08/6


CVE-2015-5254 - Unsafe
deserialization in ActiveMQ

text/html deserialization in ActiveMQ

Debian -- Security Information --
DSA-3524-1 activemq

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3524

[SECURITY] Fedora 23 Update:
activemq-5.6.0-14.fc23

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2015-eefc5a6762

[AMQ-6013] Restrict classes
that can be serialized in
ObjectMessages - ASF JIRA

Vendor Advisory

issues.apache.org

text/html

 CONFIRM issues.apache.org/jira/browse/AMQ-6013

Document Display | HPE
Support Center

h20566.www2.hpe.com

text/html

 CONFIRM h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?
docId=emr_na-c05385680

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:2035

activemq.apache.org

text/plain

 CONFIRM activemq.apache.org/security-advisories.data/CVE-2015-
5254-announcement.txt

[SECURITY] Fedora 22 Update:
activemq-5.6.0-14.fc22

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2015-7ca4368b0c

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:0489

Oracle Critical Patch Update -
July 2017

www.oracle.com

text/html

 CONFIRM www.oracle.com/technetwork/security-advisory/cpujul2017-
3236622.html

Oracle Critical Patch Update -
October 2017

www.oracle.com

text/html

 CONFIRM www.oracle.com/technetwork/security-advisory/cpuoct2017-
3236626.html

Pony Mail! lists.apache.org

text/html

 MLIST [activemq-commits] 20190327 svn commit: r1042639 - in
/websites/production/activemq/content/activemq-website: ./
projects/artemis/download/ projects/classic/download/
projects/cms/download/ security-advisories.data/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

ActiveMQ_CVE-2015-5254

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq 5.0.0 All All All

Application Apache Activemq 5.1.0 All All All

Application Apache Activemq 5.10.0 All All All

http://www.debian.org/security/2016/dsa-3524
http://lists.fedoraproject.org/pipermail/package-announce/2015-December/174371.html
https://issues.apache.org/jira/browse/AMQ-6013
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05385680
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-2035.html
https://cve.report/CVE-2015-5254/d07cbaa7
http://lists.fedoraproject.org/pipermail/package-announce/2015-December/174537.html
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-0489.html
http://www.oracle.com/technetwork/security-advisory/cpujul2017-3236622.html
http://www.oracle.com/technetwork/security-advisory/cpuoct2017-3236626.html
https://lists.apache.org/thread.html/a859563f05fbe7c31916b3178c2697165bd9bbf5a65d1cf62aef27d2@%253Ccommits.activemq.apache.org%253E
mailto:%20comment@cve.report
http://cve.report/vendor/apache
http://cve.report/software/apache/activemq
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http://cve.report/vendor/apache
http://cve.report/software/apache/activemq


Application Apache Activemq 5.10.1 All All All

Application Apache Activemq 5.10.2 All All All

Application Apache Activemq 5.11.0 All All All

Application Apache Activemq 5.11.1 All All All

Application Apache Activemq 5.11.2 All All All

Application Apache Activemq 5.12.0 All All All

Application Apache Activemq 5.12.1 All All All

Application Apache Activemq 5.2.0 All All All

Application Apache Activemq 5.3.0 All All All

Application Apache Activemq 5.3.1 All All All

Application Apache Activemq 5.3.2 All All All

Application Apache Activemq 5.4.0 All All All

Application Apache Activemq 5.4.1 All All All

Application Apache Activemq 5.4.3 All All All

Application Apache Activemq 5.5.0 All All All

Application Apache Activemq 5.5.1 All All All

Application Apache Activemq 5.6.0 All All All

Application Apache Activemq 5.7.0 All All All

Application Apache Activemq 5.8.0 All All All

Application Apache Activemq 5.9.0 All All All

Application Apache Activemq 5.9.1 All All All

Application Apache Activemq 5.0.0 All All All

Application Apache Activemq 5.1.0 All All All

Application Apache Activemq 5.10.0 All All All

Application Apache Activemq 5.10.1 All All All

Application Apache Activemq 5.10.2 All All All

Application Apache Activemq 5.11.0 All All All

Application Apache Activemq 5.11.1 All All All

Application Apache Activemq 5.11.2 All All All

Application Apache Activemq 5.12.0 All All All

Application Apache Activemq 5.12.1 All All All

Application Apache Activemq 5.2.0 All All All

Application Apache Activemq 5.3.0 All All All

Application Apache Activemq 5.3.1 All All All

Application Apache Activemq 5.3.2 All All All
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Application Apache Activemq 5.4.0 All All All

Application Apache Activemq 5.4.1 All All All

Application Apache Activemq 5.4.3 All All All

Application Apache Activemq 5.5.0 All All All

Application Apache Activemq 5.5.1 All All All

Application Apache Activemq 5.6.0 All All All

Application Apache Activemq 5.7.0 All All All

Application Apache Activemq 5.8.0 All All All

Application Apache Activemq 5.9.0 All All All

Application Apache Activemq 5.9.1 All All All

Operating
System

Fedoraproject Fedora 22 All All All

Operating
System

Fedoraproject Fedora 23 All All All

Operating
System

Fedoraproject Fedora 22 All All All

Operating
System

Fedoraproject Fedora 23 All All All

Application Redhat Openshift 2.0 All All All

Application Redhat Openshift 2.0 All All All

cpe:2.3:a:apache:activemq:5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.10.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.10.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.10.2:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.11.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.11.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.11.2:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.12.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.12.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.3.2:*:*:*:*:*:*:*:

http://cve.report/vendor/apache
http://cve.report/software/apache/activemq
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http://cve.report/software/fedoraproject/fedora
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http://cve.report/software/fedoraproject/fedora
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http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift


cpe:2.3:a:apache:activemq:5.4.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.6.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.7.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.8.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.9.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.9.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.10.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.10.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.10.2:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.11.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.11.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.11.2:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.12.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.12.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.4.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.5.1:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:apache:activemq:5.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.6.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.7.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.8.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.9.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:activemq:5.9.1:*:*:*:*:*:*:*:

cpe:2.3:o:fedoraproject:fedora:22:*:*:*:*:*:*:*:

cpe:2.3:o:fedoraproject:fedora:23:*:*:*:*:*:*:*:

cpe:2.3:o:fedoraproject:fedora:22:*:*:*:*:*:*:*:

cpe:2.3:o:fedoraproject:fedora:23:*:*:*:*:*:*:*:

cpe:2.3:a:redhat:openshift:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:redhat:openshift:2.0:*:*:*:*:*:*:*:
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