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Summary

CVE CVE-2015-5256

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-11-23 11:59:00 UTC

Updated 2018-10-09 19:57:00 UTC

Description Apache Cordova-Android before 4.1.0, when an application relies on a remote server, improperly implements a JavaScript whitelist protection mechanism, which allows attackers to bypass intended access restrictions via a crafted URI.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Cordova All All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

CVE annoucements for Cordova-Android - Apache Cordova CONFIRM cordova.apache.org Vendor Advisory

Apache Cordova 3.7.2 Whitelist Failure ≈ Packet Storm MISC packetstormsecurity.com

Apache Cordova For Android CVE-2015-5256 Security Bypass Vulnerability BID www.securityfocus.com

JVNDB-2015-000187 - JVN iPedia JVNDB jvndb.jvn.jp

JVN#18889193: Apache Cordova vulnerable to improper application of whitelist restrictions JVN jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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