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CVE-2015-5260

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2016-06-07 14:06:00 UTC

2023-02-13 00:52:00 UTC

Heap-based buffer overflow in SPICE before 0.12.6 allows guest OS users to cause a denial of service (heap-based memo

Risk And Classification
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Problem Types: CWE-119
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Red Hat Customer Portal

spice: Multiple vulnerabilities (GLSA 201606-05) — Gentoo security

Debian -- Security Information -- DSA-3371-1 spice

Red Hat Customer Portal

Spice Race Condition and Buffer Overflows Let Local Guest System Users Crash the Host or Execute Arbitrary Code on the Host System - Se
[Spice-devel] Announcing spice 0.12.6

Oracle Linux Bulletin - October 2015

CVE-2015-5260 - Red Hat Customer Portal

1260822 — (CVE-2015-5260) CVE-2015-5260 spice: insufficient validation of surface_id parameter can cause crash
SPICE 'surface_id' Parameter Remote Heap Buffer Overflow Vulnerability

USN-2766-1: Spice vulnerabilities | Ubuntu

Red Hat Customer Portal

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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