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http/conn/ssl/SSLConnectionSocketFactory.java in Apache HttpComponents HttpClient before 4.3.6 ignores the http.socket

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apache Httpclient All All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 15.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 15.04 All All All
Fedoraproject Fedora 21 All All All
Fedoraproject Fedora 22 All All All
Fedoraproject Fedora 23 All All All
Fedoraproject Fedora 21 All All All
Fedoraproject Fedora 22 All All All
Fedoraproject Fedora 23 All All All

References

Reference

Sourc

[HTTPCLIENT-1478] https calls ignore http.socket.timeout during SSL Handshake - ASF JIRA CONF


https://cve.report/
https://cve.report/CVE-2015-5262/mitre
https://cve.report/CVE-2015-5262/nist
https://cve.report/CVE-2015-5262/cve_org
https://cve.report/CVE-2015-5262.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/httpclient
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://issues.apache.org/jira/browse/HTTPCLIENT-1478

[security-announce] openSUSE-SU-2020:1873-1: important: Security update SUSE
Jenkins Security Advisory 2018-02-26 CONF
Apache Commons Components HttpClient HTTPS Timeout Error Lets Remote Users Deny Service - SecurityTracker SECT
Pony Mail! MLIST
USN-2769-1: Apache Commons HttpClient vulnerabilities | Ubuntu UBUN
CPU July 2018 CONF
Pony Mail! MISC
Pony Mail! MISC
Pony Mail! MISC
[SECURITY] Fedora 23 Update: jakarta-commons-httpclient-3.1-23.fc23 FEDO
[SECURITY] Fedora 21 Update: jakarta-commons-httpclient-3.1-20.fc21 FEDO
[security-announce] openSUSE-SU-2020:1875-1: important: Security update SUSE
[Apache-SVN] Revision 1626784 CONF
Pony Mail! MLIST
1261538 — (CVE-2015-5262) CVE-2015-5262 jakarta-commons-httpclient, httpcomponents-core: missing HTTPS connection timeout CONF
Pony Mail! MLIST
[SECURITY] Fedora 22 Update: jakarta-commons-httpclient-3.1-23.fc22 FEDO
CVE Program record CVE.C
NVD vulnerability detail NVD
q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375670 IBM WebSphere Application Server Multiple Vulnerabilities (6453091)
671131 EulerOS Security Update for httpcomponents-client (EulerOS-SA-2019-2518)

981104 Java (maven) Security Update for org.apache.httpcomponents:httpclient (GHSA-fmj5-wv96-r2ch)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://lists.opensuse.org/opensuse-security-announce/2020-11/msg00032.html
https://jenkins.io/security/advisory/2018-02-26/
http://www.securitytracker.com/id/1033743
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f@%253Cdev.drill.apache.org%253E
http://www.ubuntu.com/usn/USN-2769-1
http://www.oracle.com/technetwork/security-advisory/cpujul2018-4258247.html
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442%2540%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc%2540%253Cissues.drill.apache.org%253E
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f%2540%253Cdev.drill.apache.org%253E
http://lists.fedoraproject.org/pipermail/package-announce/2015-October/167962.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-October/168030.html
http://lists.opensuse.org/opensuse-security-announce/2020-11/msg00033.html
http://svn.apache.org/viewvc?view=revision&revision=1626784
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc@%253Cissues.drill.apache.org%253E
https://bugzilla.redhat.com/show_bug.cgi?id=1261538
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442@%253Cdev.drill.apache.org%253E
http://lists.fedoraproject.org/pipermail/package-announce/2015-October/167999.html
https://www.cve.org/CVERecord?id=CVE-2015-5262
https://nvd.nist.gov/vuln/detail/CVE-2015-5262
http://cve.report/qid/375670
http://cve.report/qid/671131
http://cve.report/qid/981104
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2015-5262
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


